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INTRODUCTION

Introduction to Trust Service Principle and Criteriafor Certification AuthoritiesVersion 2.0

This document provides ramework for third party assurance providers to assess the adequacy and
effectiveness of the controls employed by Certification Authorities (CAs). As a result of the technical
nature of the activities involved in securing@mmerce transactions, thisadonent also provides a brief

overview of public key infrastructure (PKI) using cryptography and trusted phiny concepts.

This document replacégersionl.0 of the AICPA/CICAWebTrust Program for Certification Authorities

that was issued in August 2Q00nlike Version 1.0that was intended to be used by licensed WebTrust
practitioners only, ths$eurveedci amd i cam egar dedd asn
assurance engagement, internal or external, by anyphity service provider. lalso represents an

effective benchmark for CAs to conduct safisessments. The public accounting profession has
continued toplay its role, with an intent to increase consumer confidence in the application of PKI
technology by establishing a basis foryding third party assurance to the assertions madeAsy

This document was developed by a CICA/AICPA Taskce using ISO 21188 Pu bl i ¢ Key Pol i
Practices Framewodk aViedsion 1.0 of the AICPA/CICA WebTrust Program for Certification

Authorities

Input and approval was also obtained from the Certification Authority Browser Forum (CA/Browser
Forumi seewww.cabforum.or{ for the content and control activities contained in this framework. The
CA/Browser Forum was formed among certification authorities (CAs) and vendors of Internet browser
software and other applications. This voluntary organization has worked collaboratively in defining
guidelines and means of implementation for the Extended ValidéEV) SSL Certificate standard as a

way of providing a heightened security for Internet transactions and creating a more intuitive method of

displaying secure sites to Internet users.

The Principles and Criteria for Certification Authorities are cdestswith standards developed by the
American National Standards Institute (ANSiternational Organization for Standardization (IS&)d
Internet Engineering Task Force (IETF). The Principles and Criteria are also consistent pitctices

establifedby the CA Browser Forum (see www.cabforum.org).

Importance of PKI

PKI provides a means for relying parties (meaning, recipients of certificates who act in reliance on those

certificates and/or digital signatures verified using those certificates)to #rat another individués or


http://www.cabforum.org/

entityds public key actually belongs to that indi

been established to address this need.

Cryptography is critical to establishing secureoenmerce. However, it hdas be coupled with other
secure protocols in order to provide a comprehensive security solution. Several cryptographic protocols
require digital certificates (in effect, electronic credentials) issued by an independent trusted third party
(the CA) to alhenticate the transaction. CAs have assumed an increasingly important role in secure e
commerce. Although there is a large body of existing national, international, and proprietary standards
and guidelines for the use of cryptography, the managemerngitdl etertificates, and the policies and

practices of CAs, these standards have not been applied or implemented uniformly.

This version is titledthe Trust Servicedrinciples and Criteria for Certification Authoritidersion 2.0

These Principles andriteria are intended to address user (meaning, subscriber and relying party) needs
and concerns and are designed to benefit users and providers et@#nmerce assurance services by
providing a common body of knowledge that is communicated to such parties

OVERVIEW

What is a Public Key Infrastructure?

With the expansion of-eommerce, PKI is growing in importance and vabintinue tobe a critical
enterprise security investment. PKI enables parties tecamenerce transaction to identify one another

by providing authentication with digital certificates, and allows reliable business communications by
providing confidentiality through these ofencryption, and authentication data integrity and a reasonable

basis for nonrepudiatiarough the use of digital signatures.

PKI uses public/privatéey pair® two mathematically related keys. Typically, one of these keys is
made public, by postp it on the Internet for example, while the other remains private. Fagylic
cryptography works in such a walyat a message encrypted with the public key can only be decrypted
with the private key, and, conversely, a message signed with a privatarkeg werified with the public

key. This technology can be used in different ways to provide the four ingredients required for trust in e

commerce transactions, namely: confidentiality, authentication, integrity, and nonrepudiation.

Using PKI, asubscriber (meaning, an end entity (or individual) whose public key is cryptographically
bound to his or her identity in a digital certificate) has an asymmetric cryptographic key pair (meaning, a
public key and a private key). The subscribgrrivate kg must be kept secret, whereas the public key
may be made widely available, usually presented in the form of a digital certificate to ensure that relying

parties know with confidence the identity to which the public key belongs. Using public key
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cryptograhy, the subscriber could send a message signed with his or her private key. The signature can
be validated by the message recipient using the subgeripablic key. The subscriber could also
encrypt a message using the recigiermublic key. The maeage can be decrypted only with the

recipients private key.

A subscriber first obtains a public/private key pair (generated by the subscriber or for the subscriber as a
service). The subscriber then goes through a registration process by submittinguibieikey to a

Certification Authority or a Registration Authority (RA), which acts as an agent for the CA. The CA or

RA verifies the identity of the subscriber in acc
may be contained in a Ceitiition Practice Statement), and then issues a digital certificate. The
certificate includes the subscrib@public key and identity information, and is digitally signed by the CA,

which binds the subscribisridentity to that public key. The CA also mages the subscrilisrdigital

certificate through the certificate life cycle (meaning, from registration through revocation or expiration).

In some circumstances, it remains important to manage digital certificates even after expiry or revocation

so thatdigital signatures on stored documents held past the revocation or expiry period can be validated at

a later date.

The following diagram illustrates the relationshi

how they are used to secure messages to a relying party.

Private Public

ke ke
A Unique A

< |
mathematical
relationship

[ Je—r ]

Can only be Message

opened with encrypted

private key with public
key

A transaction submitted by a customer to an online merchant via the Internet can be encrypted with the
merchant 6és public key and therefore can omatty be d
keyd ensuring a level of confidentiality. Confidentiality can also be achieved through the use of Secure
Socket Layer (SSL), Secure/Multipurpose Internet Mail Extensions (S/MIME), and other protocols, such

as Secure Electronic Transaction (SET).
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What is a Digital Signature?

Digital signatures can be used to provide authentication, integrity, and nonrepudiation. Generally
speaking, if a customer sends a digitally signed
to generate the digitalgin at ur e and the customero6s public key ¢
signature. The mathematical processes employed are somewhat different depending on the kind of
asymmetric cryptographic algorithm employed. For example, the processesghtly slifferent for

reversible algorithms (i.e., those which can be readily used to support digital signatures as well as
encryption) such as Rivest Shamir Adleman (RSA) and irreversible algorghois asthe Digital

Signature Algorithm (DSA).

The following example illustrates the digital signature generation and verification process for a reversible
asymmetric cryptographic algorithm (such as RSA). Suppose a customer wants to send a digitally signed
message to a merchant. The customer runs the medsagght a hash function (meaning, a
mathematical function that converts a message into a fixed length block of data, the hash, in a fashion
such that the hash uniquely reflects the mes$agen ef f ect |, it is the messa/
customerthem r ansf orms the hash wusing the algorithm and
signature which is appended to the message. A header is also appended to the message, indicating the
mer chant 6s emai l addr es s, erinformatien suttdas thétisne thenmeessdge a d d r
is sent. The message header, the message itself, and the digital signature are then sent to the merchant.
The customer can optionally send his/her public key certificate to the merchant in the messagdél itself.

of this is usually done by thereail software in such a way that the process is transparent to the user.

The following diagram illustrates the process of

authenticity of a message sent by thetomer (subscriber) to a merchant.

Cust om Customer Merchant
private Header Header
e + +

Custon
public

p

Creates hash and Transforms hash with k%
transforms with private > public key, recreates
'}N’ key to form digital N N hash and compares to T
signature \A validate digital signature ml

Digital Signature Digital Signature

To determine whether the message came from the customer (meaning, authentication) and to determine
whether the message has not been modified (meaning, integrity), the merchant validatg#tathe di
signatur e. To do so, the merchant mu st obtain th

not send his or her public key certificate as part of the message, the merchant would typically obtain the
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A

cust omer 6 s pub bman orttire yepositery (mairftaineddy tiee CA or another party acting

as the agent of the CA, or any other source even if unrelated to the CA). The merchant then validates that
the customerb6s digital certi fi casigned(by @ redognizedi ng t
Certification Authority to ensure that the binding between the public key and the customer represented in
the certificate has not been altered. Next, the merchant extracts the public key from the certificate and
uses that public ket transform the digital signature to reveal the original hash. The merchant then runs

the message as received through the same hash function to create a hash of the received message. To
verify the digital signature, the merchant compares these twedaslh they match, then the digital
signature validates and the merchant knows that the message came from the customer and it was not
modified from the time the signature was made. If the hashes do not match, then the merchant knows that
the messagewasi t her modi fied in transit or the message
As a result, the merchant cannot rely on the digital signature.

Digital signatures can also be used to provide a basis for nonrepudiattuat the signer cannogadily
deny having signed the message. For example, an online brokerage customer who purchases one
thousand shares of stock using a digitally signed order via the Internet should have a difficult task if he or

she later tries to deny (meaning, repudiaBa)ing authorized the purchase.

What are the Differences Between Encryption Key Pairs and Signing Key Pairs?

As stated earlier, establishing a reasonable basis for nonrepudiation requires that the private key used to
create a digital signature (meaninkge signing private key) be generated and stored securely under the

sole control of the user. In the event a user forgets his or her password or loses, breaks, or destroys
his/her signing private key, it is acceptable to generate a new signing key rpageférom that point

forward with minimal impact to the subscriber. Previously signed documents can still be verified with the
userds old signature verification public key. Do

private key mustbevei f i ed with the userds new signature ver

Extra care is required to secure the Certificatio

user certificates. The trustworthiness of all certificates issued by a CAdependau t he CAGs pr o
its private signing key. CAs securely back up their private signing key(s) for business continuity purposes

to allow the CA to continue to operate in the eV
destroyed (but not cgmomised) as a result of hardware failure, for example. Except for CA business

continuity purposes, there are generally no technical or business reasons to back up a signing private key.

On the other hand, and as cited earlier, it is often desirableatkay pair used for encryption and

decryption be securely backed up to ensure that encrypted data can be recovered when a user forgets his
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or her password or otherwise loses access to his or her decryption key. This is analogous to requiring that
the comlination to a safe be backed up in case the user forgets it, or becomes incapacitated. As a result, a
PKI typically requires two key pairs for each user: one key pair for encryption and decryption and a

second key pair for signing and signature verifigatio

What is a Certification Authority?

In order for these technologies to enable parties to securely condoictreerce, one important question

mu st be answered. How wi || we know in the digi
belongs to thaindividual? A digital certificate, which is an electronic document containing information

about an individual and his or her public key, is the answer. This document is digitally signed by a
trusted organization referred to as a Certification Authd@$). The basic premise is that the CA is
vouching for the | ink between an individual 6s id
Authority provides a level of assurance that the public key contained in the certificate does indeed belong

to the entity named in the certificate. The digital sighature placed on the public key certificate by the CA
provides the <c¢cryptographic binding between the
information in the certificate, such as a validityripd. For a relying party to determine whether the
certificate was issued by a legitimate CA, the re
certificate. The public keys of many common Root CAs (as later defined) aleagesl into stagard

Web browser software (for example, Netscape Navigator or Microsoft Internet Explorer). This allows the
relying party to verify the issuing CA6s signat u
certificate was issued by a trusted CA.

The purpose of a CA is to manage the certificate life cycle, which includes generation and issuance,
distribution, renewal and rekey, revocation, and suspension of certificates. The CA frequently delegates
the initial registration of subscribers to Registnatiuthorities (RAs) which act as agents for the CA. In
some cases, the CA may perform registration functions directly. The CA is also responsible for providing
certificate status information though the issuance of Certificate Revocation Lists (CRLs) #ed/
maintenance of an online status checking mechanism. Typically, the CA posts the certificates and CRLs

that it has issued to a repository (such as an online directory) which is accessible to relying parties.

What is a Registration Authority?

A Regidration Authority (RA) is an entity that is responsible for the identification and authentication of
subscribers, but does not sign or issue certificates. In some cases, the CA performs the subscriber
registration function internally. In other cases, & might delegate the RA function to external

registration authorities (sometimes referred to as Local Registration Authorities or LRAS) that may or
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may not be part of the same legal entity as the CA. In still other cases, a customer of a CA (for, example

a company) may arrange with that CA to perform the RA function itselfedtsuagent.

The initial registration process for a subscriber is as follows, though the steps may vary from CA to CA

and will also depend upon the Certificate Policy underclvithe certificate is to be issued. The
subscriber first generates his or her own public/private key pair. (In some implementations, a CA may
generate the subscriberdés key pair and securely d
for encryption key pairs, not signature key pairs.) Then the subscriber produces proof of identity in
accordance with the applicable Certificate Policy requirements and demonstrates that he or she holds the
private key corresponding to the public key withdligclosing the private key (typically by digitally
signing a piece of data with the private key, Wi
CA). Once the association between a person and a public key is verified, the CA issuesateerTifie

CA digitally signs each certificate that it issues with its private key to provide the means for establishing

authenticity and integrity of the certificate.

The CA then notifies the subscriber of certificate issuance and gives the subscriber an opportunity to
review the contents of the certificate before it is made public. Assuming the subscriber approves the
accuracy of the certificate, the subscriber wilbfish the certificate and/or have the CA publish it and

make it available to other users. A repository is an electronic certificate database that is available online.
The repository may be maintained by the CA or a third party contracted for that ggugodsy the
subscriber, or by any other party. Subscribers may obtain certificates of other subscribers and certificate
status information from the repository. For e X é
repository would indicate thateh subscri berds certificate has been
The ability to update the repository is typically retained by the CA. Subscribers and other relying parties
would havereadonly access to the repository. Because the certificstered in the repository are
digitally signed by the CA, they cannot be maliciously changed without detection, even if someone were

to hack into the repository.

The following diagram illustrates the relationship between the subscriber and the RA amac@iéns.
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Registration functio
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by CA or other
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Val i dat
signature on th
Relying Subscri
Party certificate

What is thelmpact of anExternal RA?

External registration authorities are required to
practices disclosures, often documented in a Certification Pragtidement and applicable Certificate
Policy(s). In performing a WebTrust for Certification Authorities engagement, the practitioner must
consider how the CA handles the RA function and whether the RA function is within the scope of the
examination. For>ample, a CA that provides CA services to several banks, might delegate the
subscriber registration function to RAs that are specifically designated functional groups within each
bank. The functions performed by these specific groups would typically sl@uhe scope of the
WebTrust for Certification Authorities examination performed for the CA. In this case management
assertion should specify those aspects of the registration process that are not handled byl tieeeCA.

may be scenarios, howeverhare the CA exercises extensive monitoring controls (including onsite
audid over all aspects of the RA operations and the CA is willing to assert to the effectiveness of the
controls performed bthe external RAs and include the RA operations in the exaion. In these rare
situations, the CA and the auditor need to agree in advance with this approach, including the extent and

sufficiency of controls being exercised.

External RAs could be examined and reported upon separately from thasi@dg the rlevant criteria
contained in this Trust Services Principles and Criteria for Certification Autholtersion 2.0.

lllustrative reports for these types of examinations will be the subject of fytidance
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What is an Extended Validation Certificate?

When a Certification Authority performs additional steps to authenticate the entity to which certificates
are being issued, the certificates issued are differentiated and issued as extended validation certificates.
These certificates provide even more asstgangarding the identity of the Web site owner.

AExtended Validation SSL (EV SSL) Certificates bu
an additional layer of protection in a strictly defined issuance process created to ensure éntfithéec

holder is who they claim to be. To ensure the ongoing integrity of the process, revocation measures are
specified that allow for the quick and effective revocation of improperly issued or misused certificates.
Leading RelyingParty Application $ftware Suppliers support EV SSL, which allows the browser to

di splay the verified identlity of the Web site own

What is a Certification Practice Statement and a Certificate Policy?

A Certification Practice Statement (CPS) is a statemetiteopractices which a Certification Authority
employs in issuing and managing certificates. A Certificate Policy (CP) is a named set of rules that
indicates the applicability of a certificate to a particular community and/or class of application with
common security requirements. For example, a particular Certificate Policy might indicate the
applicability of a type of certificate to the authentication of electronic data interchange transactions for the

trading of goods within a given price range.

Whatare the Hierarchical and Cros<Certified CA Models?

CAs may be linked using two basic architectures or a hybrid of the two: (1) hierarchical and (2) cross
certified (shared trust). I n a hierarchical mo
sutbordinate CAs may be set up for various business units, domains or communities of interé&botThe

CA validates the subordinate CAs, which in turn issue certificates to lower tier CAs or directly to
subscribers. Such a Root CA typically has more srihgecurity requirements than a subordinate CA.

Although it is difficult for an attacker to access the Root CA (which in some implementations is only on

line in the rare event that it must issue, renew, or revoke subordinate CA certificates), oneldtawbac

this model is that the Root CA represents a single point of failure. In the hierarchical model, the Root CA

mai ntains the established Acommunity of trusto by
minimum set of practices. Adherento the established policies may be tested through audits of the

subordinate CAs and, in a number of cases, the Registration Authorities.

1 See www.cabforum.org
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The following diagram illustrates the structure and relationships between certification authorities and

subscribergperating in a hierarchical model.

Root CA

Sub-CA

Certificate

Certificate Certificate

Certificate Certificate

In an alternative model, crosser t i fi ed CAs tapeermhd@i ihdedeein. a Ropteleaer
common Root CA, the cros=rtification model shares trust among CAs known to one another. - Cross
certificatoni s a process in which two CAs certify the
CAs, CAl and CA2, crosesertify, CAl creates and digitally signs a certificate containing the public key

of CA2 (and vice versa). Consequently, users in ei@#rdomain are assured that each CA trusts the
other and therefore subscribers in each domain can trust each other-cetliiesl CAs are not subject

to the single point of failure in the hierarchical model. However, the network is only as stromg as th
weakest CA, and requires continual policing. In the ecestfied model, to establish and maintain a
community of trust, audits may be performed to ensure that eachcemiéied CA conforms to a

minimum set of practices as agreed upon by the menadf¢he community of trust.

The following diagram illustrates the structure and relationships between certification authorities and

subscribers operating in a cresytified (shared trust) model.

CA-1, CA-2, CA-3 Cross Certify Each Other

CA-1 CA-2 CA-3

Certificate Certificate Certificate
Certificate Certificate

In a hybrid model, both a higrchical structure and crossrtification are employed. For example, two

existing hierarchical communities of trust may want to coestify each other, such that members of

each community can rely upon the certificates issued by the other to comdunirerce.

What is thelmpact of Subordinate CA%
Depending on report usereeds, Subordinate CAs may or may not be included in the scope of

examination. It is important that the system description and assertion clearly articulate the hierarchy that
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is in scope.

Whatare Some of the Business Issues Associated with CAs?

Unless they are subject to governmental licensing and regulation, CAs may use different standards or
procedures to verify the identity of persons to whom they issue certificates. Thgisalasijnature is

only as reliable as the CA is trustworthy in performing its functions. Consequently, a relying party needs

some way to gauge how much reliance it should place on a digital signature supported by a certificate

issued by a particular CA.

CA topology (for example, a hierarchical, crasstified, or a hybrid model) is a developing issue.
Which model is most appropriate depends on the particular business circumstances. Although it is
important that public keys be certified, the issuanceamfstandard certificates can beancern. For
example, if the broadly recognized International Telecommunications Jelecommunication
Standardizatios e ¢ t o r-©).500 tafaormat stand&is not used, subscribers and relying parties
may be unable to process such certificates. Implementing thecentified CA model (discussed above)
would also be very difficult. For these reasons, major entities such as the U.S. and Canadian gevernment

are using or plan to use X.509 certificates for their internal and external activities.

2|TU-T Recommendation X.509 (1997) was also standardized by ISO as ISO/IE®B.9594
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PRINCIPLES AND CRITERIA FOR CERTIFICATION AUTHORITIES

In order to be understandable to the ultimate dsére subscriber and relying party, thengiples set out
in the following sections have been developed with the relying party in mind and, as a result, are intended
to be practical and nontechnical in nature.

Certification Authorities Principles

CA Business Practices Disclosure

The CertificatiorAuthority:

9 Discloses its Business, Key Life Cycle Management, Certificate Life Cycle Management, and CA
Environmental Control practices in its Certification Practice Stateraadt

9 Discloses its Business, Key Life Cycle Management, Certificate Life GjatemgementandCA
Environmental Control policies in its Certificate Polidyapplicablg.

The Certification Authority maintains effective controls to provide reasonable assurance that:
T The CAbé6s Certification Pr a ertificatedoli§t(ifeappkcab)and i s ¢ on

1 The CA provides its services in accordance with its Certificate Policy (if applicable) and Certification
Practice Statement.

The Certification Authority must disclose its key and certificate life cycle managemsimess and
information privacy practices. I nformation rega
available to all subscribers and all potential relying parties, typically by posting on its Web site. Such
disclosure may be contained in a Cettifie Policy (CP) and/or Certification Practice Statement (CPS), or

other informative materials that are available to users (subscribers and relying parties).

Service Integrity
The Certification Authority maintains effective controls to provide reasoressigrance that:

1 The integrity of keys and certificates it manages is established and protected throughout their life
cycles

1 The Subscriber informatiois properly authenticated (for the registration activities performed by
ABC-CA); and

1 Subordinate CAcertificate requests are accurate, authenticated and approved.

Pagel|l7



Effective key management controls and practices are essential to the trustworthiness of the public key
infrastructure. Cryptographic key management controls and practices cover CA keyigen€ratkey

storage, backup and recovery, CA public key distribution (especially when done in the forrrsfredf
irooto certifi cié@dpeicablg, CAkly ukagey CAckaydastoustion( CA key archival,

the management of CA cryptographiardware through its life cycle, and ¢#ovided subscriber key
management service applicablg; and Strong key life cycle management controls are vital to guard
against key compromise which can damage the integrity of the public key infrastructure.

The user certificate lifeycle is at the core of the services provided by the CA. The CA establishes its
standards and practices by which it will deliver services in its published CPS and Certificate Policy(s).

The user certificate lifeycle includeshe following:

1 Registration (meaning, the identification and authentication process related to binding the individual
subscriber to the certificgte

1 The renewal of certificates (if applicakle)

1 The rekey of certificates

1 The revocation of certificates

1 The suspension of certificates (if applicable)

1 The timely publication of certificate status information (through Certificate Revocation Lists or some

form of online certificate status protocoéind

1 The management of integrated circuit cards (ICCs) hglgrivate keys through their life cycle (if

applicable)

Effective controls over the registration process are essential, as poor identification and authentication
controls jeopardize the ability of subscribers and relying parties to rely on the dedifissued by the

CA. Effective revocation procedures and timely publication of certificate status information are also
critical elements, as it is critical for subscribers and relying parties to know when they are unable to rely

on certificates that haueeen issued by the CA.

CA Environmental Controls

The Certification Authority maintains effective controls to provide reasonable assurance that:
1 Logical and physical access to CA systems and data is restricted to authorized individuals;

1 The continuityof key and certificate management operations is maintained; and

Page|l8



1 CA systems development, maintenance and operations are properly authorized and performed to
maintain CA systems integrity.

The establishment and maintenance of a trustworthy CA envirorimmessential to the reliability of the

CAOGsSs business processes. Wit hout strong CA envir
management controls are severely diminished in value. CA environmental controls include CPS and CP
managementsecurity policy management, security management, asset classification and management,
personnel security, physical and environmental security of the CA facility, operations management,
system access management, systems development and maintenances loosii@gity management,

monitoring and compliance, and event journaling.

The original CA Business Practices Disclosure criteria in Version 1.0 were derived primarily from the

I nternet Engineering Task For ceoseCeltificdted-Policand er net
Certification Practices Framewdé#dRequest For Comments Draft (RFC 2527), which has been
incorporated into Annex A dahe draft ANSI X9.79 standardTrust Services Principles and Criteria

for Certification Authorities Version 2.0 arrently allows the CA to use RFC 2527, Version 1.0 of the
WebTrust for CA Criteria or RFC 3647 that was issued in November32(as specific key and
certificate l'ife <cycle management and CA enviro
implemen ed controls may vary depending on the CA&6s b

to specifically required CA business practices disclosures included in Principle 1.

Intended Use of the Trust Services Principles and Criteria

The Trust Sendges Principles and Criteria for CAs can be used as a control framework to assess the
adequacy of the CA systems, policies and procedures. It provides a basis-&xsesfiment for either

development or maintaining strong PKI systems.

Assessors/auditorsan use the framework as a benchmark for performing an internal or independent
assessment as anternal auditor, or an independent external auditor as supported by tBzo@aer

Forum. For licensed WebTrust auditors additional support is providedhatwebtrust.org

3In the event that a replacement for RFC 3647 is issued at a future date, tloat e@utdl also be used.
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TRUST SERVICE PRINCI PLES AND CRITERIA FO R CERTIFICATION AUTH ORITIES

1.CA BUSINESS PRACTICE DISCLOSURE
The Certification Authority:

9 Discloses its Business, Key Life Cycle Management, CertificéeCycle Management, and CA
Environmental Control practices in its Certification Practice Statement

9 Discloses its Business, Key Life Cycle Management, Certificate Life Cycle Manag@ameGi
Environmental Control policies in its Certificate Polidydpplicablg; and

9 Provides services in accordance with its disclosed practices.

1.1 Certification Practice Statement (CPS)

Criteria;

The CA discloses its business practices including but not limited to the topics listed in RFC 3647, RH
or WebTrust fo Certification Authorities ¥ CA Business Practices Disclosure Criteria (see Appendix /

its Certification Practice Statement.

1.2 Certificate Policy {f applicable

Criteria;

The CA discloses its business practices including but not limited topies listed in RFC 3647, RFC 252

or WebTrust for Certification Authorities v1 (see Appendix A) in its Certificate Policy.
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2. CA BUSINESS PRACTICES MANAGEMENT
The Certification Authority maintains effective controls to provide reasonable assthatice
T The CAb6s Certification Practice Statemenamd i s con

1 The CA provides its services in accordance with its Certificate Policy (if applicable) and Certification
Practice Statement.

2.1 Certificate PolicyManagement if applicable

Criteria:

The CA maintains controls to provide reasonable assurance that its Certificate Policy (CP) man
process is effective.

Illustrative Controls:

Certificate Policy Management

1 The Policy Authority (PA) haghe responsibility of defining the business requirements and policig

using digital certificates and specifying them in a Certificate Policy (CP) and supporting agreemé

2 The PA has final authority and responsibility for specifying and approvémtifiCate Policy(s).

3 Certificate Policy(s) are approved by the Policy Authority in accordance with a defined review p
including responsibilities for maintainirand tracking changes tbe Certificate Policy(s).

4 A defined review processxists to assess that the Certificate Policy(s) are capable of support

controls specified in the CPS.

5 The PA makes available the Certificate Policies supported by the CA to Subscribers and

Parties.

2.2 Certification Practice Statement Managnent

Criteria:

The CA maintains controls to provide reasonable assurance that its Certification Practice Stateme
management processes are effective.

Illustrative Controls:

Certification Practice Statement (CPS) Management

1 The PA hadinal authority and responsibility for approving the &/Certification Practice Stateme
(CPS).

2 Responsibilities for maintaining the CPS have been formally assigned.
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Illustrative Controls:

3 The CA& CPS is modified and approved in accordance with a defined review process.

4 The CA makes available its Certification Practice Statement (CPS) to all appropriate parties.
5 Revisions to the C#& CPS are made available to appropriate parties.

6 The CA updates its CPS to reflect changes in the envirorasehey occur.

2.3 CPand CPS Consistencyf(@pplicable

Criteria:

The CA maintains controls to provide reasonable assurance that its Certification Practice Statement
the topics included in its Certificate Policy.

Illustrative Controls:

CP and CPS Consistency

1 The PA is responsible for ensuring that th
Statement (CPS) or equivalent, fully comply with the requirements of the CP.
2 The CA addresses the requirements of the CP when develop@igSts

The CA assesses the impact of proposed CPS changes to ensure that they are consistent with t

A defined review process exists to ensure {
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3. CA ENVIRONMENTAL CONTROLS

The CertificatiorAuthority maintains effective controls to provide reasonable assurance that:

9 Logical and physical access to CA systems and data is restricted to authorized individuals;

1 The continuity of key and certificate management operations is maintained; and

1 CA systems development, maintenance and operations are properly authorized and performed to
maintain CA systems integrity.

3.1 Security Management

Criteria:

The CA maintains controls to provide reasonable assurance that:

9 security is planned, managed aubported within the organization;
9 security risks are identified and managed;

1 the security of CA facilities, systems and information assets accessed by third parties is maintaine
1

the security of subscriber and relying party information is maintaiesh the responsibility for CA sub
functions has been outsourced to another organization or entity.

lllustrative Controls:

Information Security Policy

1 An information security policy document, that includes physical, personnel, procedutachnital

controls, is approved by management, published and communicated to all employees.

2 The information security policy includes the following:

a) a definition of information security, its overall objectives and scope, and the importa
security asan enabling mechanism for information sharing;

b) a statement of management intent, supporting the goals and principles of information se

c) an explanation of the security policies, principles, standards and compliance requiren
particular importaoe to the organization;

d) a definition of general and specific responsibilities for information security manage
including reporting security incidents; and

e) references to documentation, which supports the policy.

3 There is a defined review process foraintaining the information security policy, includi

responsibilities and review dates.

InformationSecurity Infrastructure

4 Senior management and/or a higkiel management information security committee have

responsibility to ensure there is clear direction and management support to manage risks effecti
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Illustrative Controls:

5 A management group or security committee exists tordmat the implementation of informatig
security controls and the management of risk.

6 Responsibilities for the protection of individual assets and for carrying out specific security prq
are clearly defined.

7 A management authorization processrfew information processing facilities exists and is followed
Security ofThird Party Access

8 Procedures exist and are enforced to control physical and logical access to CA facilities and sy
third parties (e.g., onite contractors, tradingartners and joint ventures).

9 If there is a business need for the CA to allow third party access to CA facilities and system;
assessment is performed to determine security implications and specific control requirements.

10 | Arrangements involving third party access to CA facilities and systems are based on a formal
containing necessary security requirements.
Outsourcing

11 | If the CA outsources the management and control of all or some of its information systems, n¢
and/or desktop environments, the security requirements of the CA are addressed in a contra
uponbetween the parties.

12 | If the CA chooses tdelegate a portion of the CA roles and respective functions to another pat

CA maintains responsibility for the completion of the outsourced functions and the definitio
maintenance of a statement of its CPS.

3.2 Asset Classification and Management

Criteria:

The CA maintains controls to provide reasonable assurance that CA assets and subscriber and rel
information receive an appropriate level of protection based upon identified risks and in accordance

CAOs di scl pracécels. busi ness

Illustrative Controls:

Owners are identified for all CA assets and assigned responsibility for the protection of the asse

Inventories of CA assets are maintained.
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Illustrative Controls:

3 The CA has implemented information classification and associated protective controls for infol

based on business needs and the business impacts associated with such needs.

4 I nformation | abeling and handl i siigfornaation clagsiicatiox

scheme and documented procedures.

3.3 Personnel Security

Criteria;

The CA maintains controls to provide reasonable assurance that personnel and employment practice
and support the trapamdatomorthiness of the CAOGs

lllustrative Controls:

1 The CA employs personriek., employees and contractovg)o possess the relevant skills, knowlec

and experience required for the job function.

2 Security roles and responsibilities, as specified inotiganizatiods security policy, are documented
job descriptions.

3 Trusted Roles, on which the security of the CA's operation is dependent, are clearly identified.

roles include, at a minimum, the following responsibilities:

a) overallr esponsi bility for administering the i
b) approval of the generation, revocation and suspension of certificates;

c) installation, configuration and maintenance of the CA systems;

d) dayto-day operation of CA systems asgstem backup and recovery;

e) viewing and maintenance of CA system archives and audit logs;

f) cryptographic key life cycle management functions (e.g., key component custodians); and
g) CA systems development.

4 The CASs policies and procedures specify the lggokind checks and clearance procedures require
Trusted Roles and nerusted roles. As a minimum, verification checks on permanent staf
performed at the time of job application and periodically for those individuals undertaking T|

Roles.
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Illustrative Controls:

An individual 6s trusted status is approved

actions requiring trusted status.

CA Employees and Trusted Roles sign a confidentiality @isclosure) agreement as a condition

employment.

Contractors who perform Trusted Roles are subject to at least the same background check and

management procedures as employees.

Any contract arrangement between Contractors and CAs allows for the provision of temporary
personnel thagxplicitly allows theorganizationto take measures against contract staff who violate
or gani geaurity politiéssProtective measures may include:
a) bonding requirements on contract personnel,

b) indemnification for damages due to contract persowiifll harmful actions; and
c) financial penalties.

Periodic reviews occur to verify the continued trustworthiness of personnel involved in the aq

related to key management and certificate management.

10

A formal disciplinary process exists andf@dlowed for employees who have violated organizatig
security policies and procedures. The CAD

personnel for unauthorized actions, unauthorized use of authority, and unauthorized use of syst

11

Physical and logical access to CA facilities and systems is disabled upon termination of employr

12

If required based on a risk assessment, duress alarms are provided for users who might be th¢

coercion.

13

All employees of the organization and, where relevant, third party contractors, receive app
training in organizational policies and p
following:

a) The training requirements and trainipgocedures for each rgland
b) Any retraining period and retraining procedures for each role
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3.4 Physical and Environmental Security

Criteria:

The CA maintains controls to provide reasonable assurance that:

1

=

physical access to CA facilities and equipment is limited to authorized individuals, protected throug

restricted security perimeters, and is operated under multiple getdeast dual custodygpntrol;

CA facilities and equipment are protected fromissrumental hazards;

loss, damage or compromise of assets and interruption to business activities are prevented; and
compromise of information and information processing facilities is prevented.

Illustrative Controls:

CA Facility PhysicalSecurity

1 Entry to the building or site containing the CAs certificate manufacturing facility is achieved
through a limited number of controlled access points.

2 All critical CA operations take place within a physically secure facility with at least &yard of
security to access sensitive hardware or software. Such systems are physically separated
organi zationds other systems so that only i

3 A manned reception area or other means to coptrgsical access is in place to restrict access tq
building or site housing CA operations to authorized personnel only.

4 Physical barriers are in place (e.g., solid walls that extend from real floor to real ceiling) to {
unauthorized entry andheironmental contamination to the CAs certificate manufacturing facility.

5 Physical barriers are in place (e.g., Faraday cage) to prevent electromagnetic radiation emissiq
Root CA operations (e.g., key generation and certification of CA @aitfs)as disclosed in CP and/
CPS

6 Fire doors on security perimeters around CA operational facilities are alarmed and conform to |
regulations.

7 Intruder detection systems are installed and regularly tested to cover all external dbersuwfding
housing the CA operational facilities.

8 CA operational facilities are physically locked and alarmed when unoccupied.

9 All personnel are required to wear visible identification. Employees are encouraged to challenge

not wearingvisible identification.
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Illustrative Controls:

10 | Access to CA operational facilities is controlled and restricted to authorized persons through th
multi-factor authentication controls.

11 | All personnel entering and leaving CA operational facilities are logged (i.aydit trail of all access i
securely maintained).

12 | Entry, exit, and activities within CA facilities are monitored by cameras.

13 | Visitors to CA facilities are supervised and their date and time of entry and departure recorded.

14 | Third party support services personnel is granted restricted access to secure CA operational
only when required and such access is authorized and accompanied.

15 | Access rights to CA facilities are regularly reviewed and updated.
EquipmentSecurity

16 | The CA maintains an equipment inventory.

17 | Equipment is sited or protected such as to reduce the risks from environmental threats and haz
opportunities for unauthorized access.

18 | Equipment is protected from power failures and other electrical anomalies.

19 | Power and telecommunicatignsithin the facility housing the CA operatiocabling carrying data g
supporting CA services is protected from interception or damage.

20 |[EQu pment i s maintained in accordance with
procedures.

21 | All items of equipment containing storage media (fixed and removable disks) are checked to en

they do not contain sensitive dataqgprio their disposal. Storage media containing sensitive dz

physically destroyed or securely overwritten prior to disposal or reused.

GeneralControls

22 | Sensitive or critical business information is locked away when not required and when theilBA
is vacated.

23 | Procedures require that personal computers and workstations are logged off or protected by k
passwords or other controls when not in use.

24 | The movement of materials to/from the CA facility requires prior authorization.
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3.5 Operations Management

Criteria:

The CA maintains controls to provide reasonable assurance that:

T
1
T
T

T

the correct and secure operation of CA information processing facilities is ensured;
the risk of CA systems failure is minimized,
the integrity of CAsystems and information is protected against viruses and malicious software;

damage from security incidents and malfunctions is minimized through the use of incident reportin

response procedures; and
media are securely handled to protect them fromadgmtheft and unauthorized access.

Illustrative Controls:

OperationaProcedures anBesponsibilities

1 CA operating procedures are documented and maintained for each functional area.

2 Formal management responsibilities and procedures exisbriwol all changes to CA equipme
software and operating procedures.

3 Duties and areas of responsibility are segregated in order to reduce opportunities for unay
modification or misuse of information or services.

4 Development and testirfgcilities are separated from operational facilities.

5 Prior to using external facilities management services, risks and related controls are identified
upon with the contractor, and incorporated into the contract.
SystemPlanning andAcceptage

6 Capacity demands are monitored and projections of future capacity requirements made to en
adequate processing power and storage are available.

7 Acceptance criteria for new information systems, upgrades and new versions are establis
suitable tests of the system carried out prior to acceptance.
ProtectionAgainstViruses andvalicious Software

8 Detection and prevention controls to protect against viruses and malicious software are imple
Employee awareness programs arplace.
IncidentReporting andResponse

9 A formal security incident reporting procedure exists setting out the actions to be taken on re

an incident report. This includes a definition and documentation of assigned responsibilit

escalation procedures. Any incidents are reported to PA as a matter of urgency.
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Illustrative Controls:

10

Users of CA systems are required to note and report observed or suspected security weakne

threats to, systems or services as dreydetected

11

Proceduresgxist and are followed for reporting hardware and software malfunctions.

12

Procedures exist and are followed to assess that corrective action is taken for reported inciden

13

A formal problem management process eisatallows the types, volumeand impacts of incident

and malfunctions to be documented, quantified and monitored.

MediaHandling andSecurity

14

Procedures for the management of removable computer media require the following:

a) if no longer required, the previous contents of geysable media that are to be removed from 1
organization are erased or media is destroyed;

b) authorization is required for all media removed from the organization and a record of all suq
removals to maintain an audit trail is kept; and

c) all media are sted in a safe, secure environment, in accordance with manufaéturers
specifications.

15

Equipment containing storage media (i.e., fixed hard disks) is checked to determine wheth
contain any sensitive data prior to disposal or reuse. Storage demitaming sensitive informatio
are physically destroyed or securely overwritten prior to disposal or reuse.

16

Procedures for the handling and storage of information exist and are followed in order to protg

information from unauthorized disclasuor misuse.

17

System documentation is protected from unauthorized access.

3.6 System Access Management

Criteria:

The CA maintains controls to provide reasonable assurance that CA system access is limited to q

individuals. Such controls provideasonable assurance that:

T

1

1

operating system and database access is limited to authorized individuals with predetermir
privileges;

access to network segments housing CA systems is limited to authorized individuals, applicati
services; and

CA application use is limited to authorized individuals.

Illustrative Controls:

UserAccesdManagement
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Illustrative Controls:

1 Business requirements for access control are defined and documented in an access control [

includes at least the following:

a) roles andcorresponding access permissions;

b) identification and authentication process for each user;

C) segregation of duties; and

d) number of persons required to perform specific CA operations (i.e., m of n rule where m re
the number of key shareholders requit@gerform an operation and n represents the total nur
of key shares).

2 There is a formal user registration andrdgistration procedure for access to CA information syst
and services.

3 The allocation and use of privileges is restricted androthed.

4 The allocation of passwords is controlled through a formal management process.

5 Access rights for users with trusted roles are reviewed at regular intancalgpdated

6 Users are required to follow defined policies and procedures setbetion and use of passwords.

7 Users are required to ensure that unattended equipment has appropriate protection.

Network AccessControl

8 CA employed personnel are provided direct access only to the services that they have been sy
authorized to use. The path from the user terminal to computer services is controlled.

9 Remote access to CA systems, made by CA employees or external systems, if permitted,
authentication.

10 Connections made by CA employees or CA systemsnmte computer systems are authenticated

11 Access to diagnostic ports is securely controlled.

12 Control s (e. g., firewall s) ar e i n pl ace
unauthorized access from any other domain.

13 Controls aren place to limit the network services (e.g., HTTP, FTP, etc.) available to authorize(
in accordance with the CAO6s access contro
used by the CA organization are documented by the CA.

14 Rouing controls are in place to ensure that computer connections and information flows do no

the CAOGs access control policy.
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Illustrative Controls:

15 The CA maintains local network components (e.g., firewalls and routers) in a physically
environment and auditshei r confi gurations periodicall
requirements.

16 Sensitive data is encrypted when exchanged over public or untrusted networks.
OperatingSystem and DatabageccessControl

17 Operating systems and databaaes configured in accordance with the &Aystem configuration
standards and periodically reviewaad updated

18 Operating system and database patches and updates are applied in a timely manner when
necessary based on a risk assessment.

19 Automatic terminal identification is used to authenticate connections to specific locations a
portable equipment.

20 Access to CA systems requires a secure logon process.

21 All CA personnel users have a unique identifier (user ID) for their persombkale use so th:
activities can be traced to the responsible individual. Where shared or group accounts are
other monitoring controls are implemented to maintain individual accountability.

22 Uses of system utility programs are restricteduthorizedoersonnel and tightly controlled.

23 Inactive terminals serving CA systems requir@aughentication prior to use.

24 Restrictions on connection times are used to provide additional security fatigkgtpplications.

25 Sensitive data iprotected against disclosure to unauthorized users.

Application AccesControl

26 Access to information and application system functimms e st ri ct ed i n acga
access control policy.

27 CA personnel are successfully identified and authenticated before using critical applications re
certificate management.

28 Sensitive systems (e.g., Root CA) require a dedicated (isolated) computing environment.
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3.7 Systems Development and Maintenance

Criteria:

The CA maintains controls to provide reasonable assurance that CA systems development and mg
activities are documented, tested, authorized, and properly implemented to maintain CA system integ

Illustrative Controls:

1 Business requirements for new systems, or enhancements to existing systems specify th
requirements.

2 Software testing and change control procedures exist and are followed for the implement;
software on operational systems includsaheduled software releases, modifications and emerg
software fixes.

3 Change control procedures exist and are followed for the hardware, network component, ang
configuration changes.

4 Test data is protected and controlled.

5 Control is maitained over access to program source libraries.

6 Application systems are reviewed and tested when operating system changes occur.

7 The implementation of changes is strictly controlled by the use of formal change control proce
minimize therisk of corruption of information systems.

8 Modifications to software packages are discouraged and all changes are strictly controlled.

9 The purchase, use and modification of softwamecontrolled and checked to protect against poss

covert channels and Trojan code. This includes the authentication of the source of the softwar
controls apply equally to outsourced software development.
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3.8 Business Continuity Management

Criteria:

The CA maintains controls to provide reasonable assurance of continuity of operations in the ey

disaster. Such controls include, at a minimum:

1

the development and testing of a CA business continuity plan that includes a disaster recoverjopr,
critical components of the CA system;

the storage of required cryptographic materials (i.e., secure cryptographic device and activation n
at an alternate location;

the storage of backups of systems, data and configuration information tgraatallocation; and
the availability of an alternate site, equipment and connectivity to enable recovery.

The CA maintains controls to provide reasonable assurance that potential disruptions to Subscr
Relying Parties are minimized as ares@ilitot he cessation or degradat:i

Illustrative Controls:

1

The CA has a managed process for developing and maintaining its business continuity plans.
has a business continuity planning strategy based on an appropriatesgskment.

The CA has a business continuity plan to n
foll owing interruption t o, or failure of ,

addresses the following:

a) the conditiongor activating the plans;

b) emergency procedures;

c) fallback procedures;

d) resumption procedures;

e) a maintenance schedule for the plan;

f) awareness and education requirements;
g) the responsibilities of the individuals;

h) recovery time objective (RTO); and

i) regular testig of contingency plans.

The CAO6s business continuity plans include
CA system, including the hardware, software and keys, in the event of a failure of one or more

components. Speotally:

a) cryptographic devices used for storage of backup CA private keys are securely stored-aita
location in order for the CA to recover in the event of a disaster at the primary CA facility; an

b) the requisite secret key shares or keynponents, needed to use and manage the disaster re
cryptographic devices, are securely stored at asitd#flocation.
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Illustrative Controls:

4 Backup copies of essential business information are regularly taken. The security requirementg
copies are consistentith the controls for the information backeg.

5 The CA identifies and arranges for an alternate site where core PKI operations can be restor,
event of a disaster at the GAprimary site. Fallback equipment and backup media are sited &
distance to avoid damage from disaster at the main site.

6 The CA6s business continuity plans include
during the period of time following a disaster and prior to restoring a secure enviragithentat the
original or a remote site.

7 The CA6s business continuity plans addres
software, and/or data are corrupted or suspected to be corrupted.

8 Business continuity plans are tested regularlgnsure that they are up to date and effective.

9 Business continuity plans define an acceptable system outage time, recovery time, and the ave
between failures as disclosed in the CP/@andPS.

10 | Business continuity plans are maintainedrbgular reviews and updates to ensure their contin
effectiveness.

11 | The CA maintains procedures for the termination, notification of affected entities, and for trang

relevant archived CA records to a custodian as disclosed in thadiér CPS
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3.9 Monitoring and Compliance

Criteria;

The CA maintains controls to provide reasonable assurance that:

T
1
1

1

it conforms with the relevant legal, regulatory and contractual requirements;
compliance with the CAG0s security policies

the effectiveness of the system audit process is maximized and interference to and from the sys
process is minimizedynd

unauthorized CA system usage is detected.

Illustrative Controls:

Compliance with_egalRequirements

1 Relevantstatutory, regulatory and contractual requirements are explicitly defined and documente
2 The CA has implemented procedures to comply with legal restrictions on the use of material in
of intellectual property rights, and on the us@prietary software products.
3 Controls are in place to ensure compliance with national agreements, laws, regulations
instruments to control the access to or use of cryptographic hardware and software.
4 Procedures exist to ensure that perboriarmation is protected in accordance with relevant legislat
5 The information security policy addresses the following:
a) the information that must be kept confidential by CA or RA;
b) the information thais not considered confidential;
c) the policy on elease of information to law enforcement officials;
d) information that can be revealed as part of civil discovery;
e)the conditions upon which information may
f) any other circumstances under which confidemti@rmation may be disclosed.
6 CA records are protected from loss, unauthorized destruction and falsification.
7 Management authorizes the use of information processing facilities and controls are applied to
the misuse of such facilities.
Review of Security Policy andTechnicalCompliance
8 Managers are responsible for ensuring that security procedures within their area of responsil
carried out correctly.
9 The CAOG6s operations ar e Ssimely¢omgidancetwithitsGPg.ul ar
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Illustrative Controls:

10 | CA systems are periodically checked for compliance with security implementation standards.
SystemAudit Process

11 | Audits of operational systems are planned and agreed such as to minimize the risk of disruj
businesprocesses.

12 | Access to system audit tools is protected to prevent possible misuse or compromise.
Monitoring SystemAccess andse

13 | Procedures for monitoring the use of CA systems are establigtiel include the timelydentification

and follow up of unauthorized or suspicious activi&lerting mechanisms are implemented to de

unauthorized access.

3.10 Audit Logging

Criteria;

The CA maintains controls to provide reasonable assurance that:

T

=

significant CA environmental, key management, amdtificate management events are accurately
appropriately logged;

the confidentiality and integrity of current and archived audit logs are maintained;
audit logs are completely and confidentially archived in accordance with disclosed businessspeanti
audit logs are reviewed periodically by authorized personnel.

Illustrative Controls:

Audit Logs

1 The CA generates automatic (electronic) and manual audit logs in accordance with the require
of theCP and/or CPS

2 All journal entriesinclude the following elements:

a) date and time of the entry;

b) serial or sequence number of entry (for automatic journal entries);
¢) kind of entry;

d) source of entry (e.g., terminal, port, location, customer, etc.); and
e) identity of the entity making the journahtey.
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Illustrative Controls:

EventsLogged

3 The CA logs the following CA and subscriber (if applicable) key life cycle management related e

a)
b)
c)
d)
e)
f)
9)
h)
i)
)
K)
)

n)

m) custody of keys and of devices or media holding keys; and

CA key generation;

installation of manual cryptographic keys and its outcome (with the identity of the operator);
CA key backup;

CA key storage;

CA key recovery;

CA key escrow activities (if applicable);

CA key usage;

CA key archival,

withdrawal of keying material from service;

CA key destruction;

identity of the entity authorizing a key management operation;

identity of the entities handling any keying material (such as key components or keys st
portable devices or media);

compromiseof a private key.

4 The CA logs the following cryptographitevice life cycle management related events:

a)
b)
c)
d)
e)

f)

device receipt and installation;

placing into or removing a device from storage;
device activation and usage;

device denstallation;

designation of a device for service and repair; and
device retirement

5 If the CA provides subscriber key management services, the CA logs the following subscriber

a)
b)
c)
d)
e)
f)

9)
h)
i)

)

cycle management related events:

key generation;

key distribution (if applicable)

key backup (if applicable)

key escrow (if applicable)

key storage;

key recovery (if applicable)

key archival (if applicable)

key destruction;

identity of the entity authorizing a key management operation; and
key compromise.
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Illustrative Controls:

6 The CA records (or requisghat the RA record) the following certificate application information:
a) the method of identification applied and information used to meet subsaihgrements;
b) record of unique identification data, numbers, or a combination thereof (e.g., apptidaats
license number) of identification documents, if applicable;
c) storage location of copies of applications and identification documents;
d) identity of entity accepting the application;
e) method used to validate identification documents, if any;
f) name of reeiving CA or submitting RA, if applicable;
g the subscriberds acceptance of the Subscr
h) where required under privacy |l egislation,
containing personal data, pass this information pgectied third parties, and publication
certificates.
7 The CA logs the following certificate life cycle management related events:
a) receipt of requests for certificate(s)including initial certificate requests, renewal requests
rekey requests;
b) submissions of public keys for certification;
c) change of affiliation of an entity;
d) generation of certificates;
e)distribution of the CAO6s public key;
f) certificate revocation requests;
g) certificate revocation;
h) certificate suspension requests (if applicable);
i) cetificate suspension and reactivation; and
i) generation and issuance of Certificate Revocation Lists.
8 The CA logs the following securityensitive events:
a) securitysensitive files or records read or written including the audit log itself;
b) actions takemgainst securitgensitive data;
c) security profile changes;
d) use of identification and authentication mechanisms, both successful and unsuccessful (i
multiple failed authentication attempts);
e) system crashes, hardware failures and other anomalies;
f) acions taken by individuals in Trusted Roles, computer operators, system administrato
system security officers;
g) change of affiliation of an entity;
h) decisions to bypass encryption/authentication processes or procedures; and
i) access to the CA system aryacomponent thereof.
9 Audit logs do not record the private keys in any form (e.g., plaintext or enciphered).
10 | CA computer system clocks are synchronized for accurate recording as defined inghétCEPS

that specifies the accepted time source.
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Illustrative Controls:

Audit Log Protection

11 | Current and archived audit logs are maintained in a form that prevents their modification, subs
or unauthorized destruction.

12 | Digital signatures are used to protect the integrity of audit logs where applicalelguoed to satisfy
legal requirements.

13 | The private key used for signing audit logs is not used for any other purpose. This applies equ
symmetric secret key used with a symmetric MAC mechanism.
Audit Log Archival

14 | The CA archives audit log data on a periodic basis as disclosed@Ptaad/or CPS

15 | In addition to possible regulatory stipulation, a risk assessment is performed to determ
appropriate length of time for retention of archived audit logs.

16 | The CA maintains archived audit logs at a securesitdf location for a predetermined period
determined by risk assessment and legal requirements.
Review ofAudit Logs

17 | Current and archived audit logs are only retrieved by authorized indivifualalid business o
security reasons.

18 | Audit logs are reviewed periodically according to the practices established in thd lgP&view of

current and archived audit | ogs i ncl udtanelya

identification and followup of unauthorized or suspicious activity.
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4. CAKEY LIFE CYCLE MANAGEMENT CONTROLS

The Certification Authority maintains effective controls to provide reasonable assurance that the integrity
of keys and certificates it manages is established and protected throughout their life cycles.

4.1 CA Key Generation

Criteria;

The CA maintains contis to provide reasonable assurance that CA key pairs are generated in acc
with the CAds disclosed business practices a

ceremony scripts.

The CAO6s disclosed htasehnatlengesstopr acti ces include

a) generation of CA keys are undertaken in a physically secured environment (see §3.4);

b) generation of CA keys are performed by personnel in trusted roles (see 83.3) under the prin
multiple person control and split knowledge;

c) generation of CA keys occur within cryptographic modules meeting the applicable technical and
requirements as disclosed in the CAG6s CPS;

d) generation of CA keys are withessed by an independent party and/or videotaped; and
e) CA key generation activits are logged.

The CA key generation script includes the following:

a) definition of roles and participant responsibilities;

b) approval for conduct of the key generation ceremony;

c) cryptographic hardware and activation materials required for the ceremony;
d) specfic steps performed during the key generation ceremony;

e) physical security requirements for the ceremony location;

f) procedures for secure storage of cryptographic hardware and activation materials following
generation ceremony;

g) signoff from participants and witnesses indicating whether key generation ceremony was perfor
accordance with the detailed key generation ceremony script; and

h) notation of any deviations from the key generation ceremony script.
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Illustrative Controls:

Generation of CAeyslincluding Root CA Key$ General Requirements

1 Generation of CA keys occur within a cryptographic module meeting the applicable requirem
ISO 157821/FIPS 1402 (or equivalent)/ANSI X9.66 and the business requirements in accordanc
the CPS. Such cryptographic devices perform key generation using a random number generatd
or pseudo random number generator (PRNG).

2 The CA generates its own key pair in the same cryptographic device in which it will be used or

pair is injected directly from the device where it was generated into the device where it will be ug

3 CA key generation generates keys which:

a) usek ey generation algorit @RandxECPY i scl osed

b) have a key length that is appropriate for the algorithm and for the validity period of th
certificate as CHand/adPS8.dJkegublickey lergta to BelcérifieddZA is
less than or equal to that of the &Aprivate signing key; and

c) take into account requirements on parent and subordinate CA key sizes and have a ke
accordance GPiandCRShe CAOSs

4 CA key generation ceremonies are independaearitlyessed by internal or external auditors.

Generation of CAeyslincluding Root CA Key$ Script Requirements

5 The CAfollows a CAkey generation scrigor key generation ceremonies tivatludes the following:

a) definition and assignmertf participantroles and responsibilities;
b) managemerapproval for conduct of the key generation ceremony;

c) specific cryptographic hardwaresoftware and other materials including identifying informat
e.g., serial numbers

specific steps performed during the key generation ceremony;
Hardware preparation;

Operating system installation;

CA application installation and configuration;

CA key generation;

CA key backup;

CA certificate signing;

CA system shutdown; and

Preparatiorof materials for storage.

physical security requirements for the ceremony locagom, barriers, access controls and logg

control9;

procedures for secure storage of cryptographic hardware and activation materials following

generation ceremgr(e.g., detailing the allocation of materials between storage locations)

g) signoff on the script or in a loffom participants and witnesses indicating whether key gener
ceremony was performed in accordance with the detailed key generation cereruingrsd

h) notation of any deviations from the key generation ceremony geript documentation of ste

taken to address any technical issues)

=4 =4 -4 -4 -4 a8 a8 a8 O
N—r

D
~

—h
p—

Pagel|42



6 The integrity of the hardware/software used for key generation and the interfaces

hardware/software is tested before production usage.

4.2 CA Key Storage, Backup and Recovery

Criteria;

The CA maintains controls to provide reasonable assurance that CA private keys remain confide
mai ntain their i nt e grebatkgd.up, Sidres and redogereg by autharized pekser
trusted roles, using multiple person control in a physically secured environment.

Illustrative Controls:

1 The CAd6s private (signing and c¢ o ndedurd eryptogragHi
device meeting the appropriate ISO 15408 protection profile or FIP2 eM@l requirement based (
a risk assessment and the business require€

applicable Certificate Policy(s).

2 If the CAO6s private keys are not exported
is generated, stored and used within the same cryptographic module.

3 | f the CAO6s private keys are expor t estbragé for
purposes of offline processing or backup and recovery, then they are exported within a se
management scheme that may include any of the following:
a) as ciphettext using a key which is appropriately secured;

b) as encrypted key fragmenising multiple control and split knowledge/ownership; or
¢) in another secure cryptographic module such as a key transportation device using multiple

4 Backup copies of the CAO6s private keys rdsrag

keys currently in use. The recovery of the@Aeys is carried out in as secure a manner as the b

process, using muiperson control.

4.3 CA Public Key Distribution

Criteria:

The CA maintains controls to provide reasonable assurance that the integrity and authenticity of the C
keys and any associated parameters are maintained during initial and subsequent distribution.
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Illustrative Controls:

1 For the Root CAdistribution process (e.g., using a ssitfned certificate), an owf-band notification
mechanism is employed. Where a s#ffned certificate is used for any CA, the CA provide
mechanism to verify the authenticity of the sslined certificate (e.g, publicati on
fingerprint).

For subsequent and/or Subordinate CA public keys these are validated by using a chaining
similar process to link back to the trusted Root Certificate.

2 The initial distribution mechanismforhe CAG6s publ i c key is cont
Certificate using one of the following methods:

a) machine readable media (e.g., smart card, CD ROM) from an authenticated source;
b) embedding in an entityo6s cryptographic mo
c) othersecure means that ensure authenticity and integrity.

3 The CAG public key is changed (rekeyed) periodically according to the requirements of the CF
advance notice provided to avoid disruption of the CA services.

4 The subsequent distribution meohae s m f or t he CA®6s public key
CA6s disclosed business practices.

5 | f an entity already has an authenticated
distributed using one of the following methods:

a) direct eletronic transmission from the CA;
b) placing into a remote cache or directory;
¢) loading into a cryptographic module; or
d) any of the methods used for initial distribution.
6 The CA provides a mechanism for val pullliakeysn g

4.4 CA Key Usage

Criteria;

The CA maintains controls to provide reasonable assurance that CA keys are used only for their

functions in their predetermined locations.

Illustrative Controls:

1

The activation of the CA private signing key is performed using #paltiy control (i.e., m of n) witk

a minimum value ofm (eg., m greater than 2 for Root CAs)
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Illustrative Controls:

2 If necessary based on a risk assessment, the activation of the CA privatpdigrimed using muki

factor authentication (e.g., smart card and password, biometric and password, etc.).

3 CA signing key(s) used for generating certificates and/or issuing revocation status information,

used for any other purpose.

4 TheCAceaes to use a key pair at the end of 1

compromise of the private key is known or suspected.

5 An annual review is required by the PA on key lengths to determine the appropriate key usag

with recmmendations acted upon.

4.5 CA Key Archival and Destruction

Criteria;

The CA maintains controls to provide reasonable assurance that:

9 archived CA keys remain confidential and secured and are never put back into prodnction

1 CA keys are completeld e st r oyed at the end of the key
disclosed business practices.

Illustrative Controls:

CA Key Archival
1 Archived CA keys are subject to the same or greater level of security controls as keys currently
2 All archived CA keys are destroyed at the end of the archive period using dual control in a ph
secure site.
3 Archived keys are only accessed where historical evidence requires validation. Control proce

required to ensure the integrity the CA systems and the key sets.

4 Archived keys are recovered for the shortest possible time period technically permissible

business requirements.
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Illustrative Controls:

5 Archived keys are periodically verified to ensure that they are properly destroyed atitbé tae
archive period.

CA Key Destruction

6 The CAb6s private keys are not destroyed uft
value or | egal obligations have expired as

7 Authorization to destroya CAr i vate key and how the CAOs
surrender, token destruction, or key overw

8 Al copies and fragments of the CAOG6s fegxycieina
manner such that the private key cannot be retrieved.

9 If a secure cryptographic device is accessible and known to be permanently removed from se
CA private keys stored within the device that have ever been or potentially coukktdefor any
cryptographic purpose are destroyed.

10 If a CA cryptographic device is being permanently removed from service, then any key co
within the device that has been used for any cryptographic purpose is erased from the device.

11 If a CA cryptographic device case is intended to provide tarapiglent characteristics and the dev

is being permanently removed from service, then the case is destroyed.

4.6 CA Key Compromise

Criteria;

The CA maintains controls to provide reasonassurance that continuity of operations is maintained ir

event of the compromise of the CAOGs private Kk

revoked and reissued.

Illustrative Controls:

1 The CAO6s busi ne adress therdompnomise oy sugpéceech compromise of
private keys as a disaster.
2 Disaster recovery procedures include the revocation and reissuance of all certificates that we

with that CAGs private key, in the event of the compromise @psated compromise of a GAprivate

signing key.
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Illustrative Controls:

3 The recovery procedures used if the@ Arivate key is compromised include the following actiong
a) how secure key usage in the environment-sstablished;
b) how t he CA6s old public key is revoked;
c) howaffected parties are notified (e.g., impacted CAs, Repositories, Subscribers and CVSP
d how the CAOGs new public key is provided
mechanism for their authentication; and
e) how t he s ub keysarelbreeertiited. publ i c
4 In the event that the CA has to replace its Root CA private key, procedures are in place for th
and authenticated revocation of the following:
a) the old CA root public key;
b) the set of all certificates (including any ssifned) issued by a Root CA or any CA based on
compromised private key; and
c) anysubordinate CA public keys and corresponding certificates that require recertification.
5 The CAO6s busi mdoskey congpromiseraddiessgs wipolisanotified and what actiof

taken with system software and hardware, symmetric and asymmetric keys, previously ge
signatures and encrypted data.

4.7 CA Cryptographic Hardware Life Cycle Management

Criteria:

The CA maintains controls to provide reasonable assurance that:

1

T

T

devices used for private key storage and recovery and the interfaces to these devices are tes
usage for integrity;

access to CA cryptographic hardware is limited to authorized petsiontrasted roles, using multipl
person control; and

CA cryptographic hardware is functioning correctly.

Illustrative Controls:

1 CA cryptographic hardware is sent from the manufacturer via registered mail (or equivalent) using
evidentpackaging. Upon the receipt of CA cryptographic hardware from the manufacturer, authori
personnel inspects the tamper evident packaging to determine whether the seal is intact.

2 Upon the receipt of CA cryptographic hardware from the manufactucegptance testing ar

verification of firmware settings is performed. Upon the receipt of CA cryptographic hardwa

has been serviced or repaired, acceptance testing and verification of firmware settings is perfor
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Illustrative Controls:

3 To prevent tampering, CA goyographic hardware is stored and used in a secure site, with
limited to authorized personnel, having the following characteristics:
a) inventory control processes and procedures to manage the origination, arrival, condition, d
and destinationf each device;
b) access control processes and procedures to limit physical access to authorized personnel,
c) recording of all successful or failed access attempts to the CA facility and device ¢
mechanism (e.g., a safe) in audit logs;
d) incident handlingprocesses and procedures to handle abnormal events, security breacl
investigation and reports; and
e) monitoring processes and procedures to verify the ongoing effectiveness of the controls.
4 When not attached to the CA system, the CA cryptograpidware is stored in a tamper resist
container that is stored securely under multiple controls (i.e., a safe).
5 The handling of CA cryptographic hardware, including the following tasks, is performed
presence of no less than two trusted empleyee
a) installation of CA cryptographic hardware;
b) removal of CA cryptographic hardware from production;
c) servicing or repair of CA cryptographic hardware (including installation of new hard
firmware, or software); and
d) disassembly and permanent remdvain use.
6 Devices used for private key storage and recovery and the interfaces to these devices are tes
usage for integrity.
7 Correct processing of CA cryptographic hardware is verified on a periodic basis.
8 Diagnostic support is provideduring troubleshooting of CA cryptographic hardware in the pres

of no less than two trusted employees.

4.8 CA Key Escrowif applicable)

Criteria:

The CA maintains controls to provide reasonable assurance that escrowed CA private signing key

confidential.

Illustrative Controls:

1

If a third party provides CA private key escrow services, a contract exists that outlines the lie

and remedies between the parties.
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Illustrative Controls:

2

If CA private signing keys are held in escrow, escrowed copies dEAhprivate signing keys hav

the same or greater level of security controls as keys currently in use.
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5. SUBSCRIBER KEY LIFE CYCLE MANAGEMENT CONTROLS

The Certification Authority maintains effective controls to provide reasonable assurance thieggtity
of subscriber keys and certificates it manages is established and protected throughout their life cycles.

5.1 CA-Provided Subscriber Key Generation Services (if supported)

Criteria:

If the CA provides Subscriber key management services, the CA maintains controls to provide re
assurance that:

1 subscriber keys generated by the CA (or RA or card bureau) are generated within a secure cryp
device based on arisk assessnzemtd t he business requirements
disclosed business practicesd

9 subscriber keys generated by the CA (or RA or card bureau) are securely distributed to the subs
the CA (or RA or card bureau) in accordance with e CAO0s di scl osed busi

Illustrative Controls:

CA (or RA orCardBureau)ProvidedSubscriberKey Generation

1 Subscriber key generation is performed within a secure cryptographic device meeting the ay
ISO 157821/FIPS 1462/ANSI x9.66 requirements based on a risk assessment and the b
requirements of the CA and in accordance with the applicable G¢h &yptographic device
perform subscriber key generation using a random number generator (RNG) or pseudo
number generator (PRNG) as specified in the ANSI X9 or ISO standard ISO/IEC 18032.

2 Subscriber key generation performed by the CA (or RA or card bureau) uses a key ge

algorithm as specified in the CP.

3 Subscriber key generation performed by the CA (or RA) uses a prime number generator as spg
in an ANSI X9 or ISO standard
4 Subscriber key generation performed by the CA (or RA or card bureau) results in key g

accordance with the CP.

5 Subscriber key generation performed by the CA (or RA) is performed by authorized perso
accordance with the CAb6s CPS.

6 When subscriber key generation is performed by the CA (or RA or card bureau), the CA (or
card bureau) securely (confidentially) delivers the subscriber key pair(s) generated by the CA

or card bureau) to the subscriber in accordance with the CP

5.2 CA-Provided Subscriber Key Storage and Recovery Services (if supported)

Criteria:
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If the CA provides subscriber (confidentiality) key storage, recovery or escrow services, the CA m
controls to provide reasonable assurance that:

9 subscribeprivate keys stored by the CA remain confidential and maintain their integrity;
9 subscriber private keys archived and escrowed by the CA remain confidential; and
9 subscriber private keys stored by the CA are completely destroyed at the end of the kieygyaieli

Illustrative Controls:

CA-ProvidedSubscriberKey Storage Backup andRecovery

Subscriber private keys stored by the CA (or RA) are stored in encrypted form using a cryptg

algorithm and key length based on a risk assessment and requirements of the CP.

If the CA generates key pair(s) on behalf of a Subscriber, the CA (or RA) ensurthe thadscribeds
private keys are not disclosed to any entity other than the owner (i.e., the subscriber) of the ke}

If the CA (or RA) generates public/privategsing key pair(s), it does not maintain a copy of
private signing key, once the subscriber confirms receipt of that key.

If the CA (or RA) provides subscriber (confidentiality) key storage, backup and recovery, sub
private (confidentiality) key backup and recovery services are only performed by authc

personnel.

If the CA (or RA) provides subscriber key storage, backup and recovery, controls exist to ens

the integrity of the subscrib@rprivate (confidentiality) key is mainted throughout its life cycle.

CA-ProvidedSubscriberKey Archival

Subscriber private (confidentiality) keys archived by the CA are stored in encrypted form (
cryptographic algorithm and key length based on a risk assessment and the requirements of th

If the CA provides subscriber (confidentiality) key aweth, all archived Subscriber keys are destro
at the end of the archive period.

CA-ProvidedSubscriberKey Destruction

If the CA provides subscriber (confidentiality) key storage, authorization to destroy a subs
private key and the meansdestroy the subscrib@private (confidentiality) key (e.qg., key overwrit

is limited in accordance with the CP.

If the CA provides subscriber (confidentiality) key storage, all copies and fragments of the subs

private key are destroyedthe end of the key pair life cycle.

CA-ProvidedSubscriberkey Escrow

10

Subscriber private (confidentiality) keys escrowed by the CA are stored in encrypted form

cryptographic algorithm and key length based on a risk assessment and the sesgsicérine CP.
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5.3 Integrated Circuit Card (ICC) Life Cycle Management (if supported)

Criteria:

If the CA (or RA) distributes subscriber key pairs and certificates using Integrated Circuit Cards (IC(
CA (or RA) maintains controls to provideasonable assurance that:

1

=A =4 =4 =4 4 =4

ICC procurement, preparation and personalization are securely controlled by the CA (or RA
bureau);

ICC Application Data File (ADF) preparation is securely controlled by the CA (or RA);
ICC usage is enabled by the CA (ok Br card bureau) prior to ICC issuance;

ICC deactivation and reactivation are securely controlled by the CA (gr RA)

ICCs are securely stored and distributed by the CA (or RA or card bureau);

ICCs are securely replaced by the CA (or RA or card buread);

ICCs returned to the CA (or RA or card bureau) are securely terminated.

lllustrative Controls:

ICC Procurement

If the CA or RA engages a card bureau then a formal contract exists between the relevant parti
card issuing functions may luelegated to third parties the CA retains responsibility and liability
the ICCs.

ICCs are logically protected during transport between the card manufacturer and the card issue

the use of a secret transport key or pass phrase.

ICCs issued to subscribers meet the appropriate ISO 15408 protection profile, ISO card stand
ISO 7810, 7811 parts-3, 7813, 7816, 10202) or FIPS 2120level requirement based on a r

assessment and the requirements of the CP.

The card burau verifies the physical integrity of ICCs upon receipt from the card manufacturer.

ICCs are securely stored and under inventory control while under the control of the card Issuer.

CardPreparation anéPersonalization

The CA (or RA), as the cardsuer, controls ICC personalization (the loading of Common Datg

(CDF) data and its related cryptographic keys).

Common data that identify the ICC, the card issuer, and the cardholder are stored by the card
the ICC Common Data File (CDF)Common Data File (CDF) activation is performed by the CA

RA), as the card issuer, using a securely controlled process.
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Illustrative Controls:

8 ICC preparation processes and procedures, including the following, exist and are followed:
a) loading of the card operating system;
b) creation of logical data structures (card file system and card security domains);
¢) loading of applications; and
d) logically protecting the ICC to prevent unauthorized modification of the card operating s
card file system, card security domains, andiegtions.

9 ICC personalization processes and procedures, including the following, exist and are followed:
a) the loading of identifying information onto the card;

b) generation of subscriber key pair(s) in accordance with the CP;

¢) loading subscriber privatey(s) onto the ICC (if generated outside the card) in encrypted forn
d) loading subscriber Certificate(s) onto the tICC

e) loading the CA and other Certificates for the contractual environment onto the ICC; and

f) logically protecting the ICC from unauthorized:ass.

10 | The card bureau or CA (or RA) logs ICC preparation and personalization in an audit log.

11 | An ICC is not issued unless the card has been prepared and personalized by the card bureau,
the RA.

12 | An ICC is unusable unless in antivated or reactivated state.

ICC Storage andistribution

13 | ICCs are securely stored prior to distribution.

14 | Processes and procedures exist and are followed for the distribution, tracking and accountin
safe receipt of Subscriber ICCsdabscribers.

15 | ICC initial activation data (initialising PIN) is securely communicated to the subscriber or
applicable the Subscriber using an-offband method. The subscriber is encouraged to chang
initial activation data upon receipt toake the card active.

16 | ICC distribution is logged by the card bureaCA (or RA) in an audit log.
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Illustrative Controls:

Subscriber ICQJsage

17 | The subscriber is provided with a mechanism that protects the access to the card data incl
private keys stored othe ICC during use by the Subscriber (i.e., PIN access control mech
Cardholder Verification Method).

18 | The subscriber private keys on the ICC are not exported to an application to undertake crypt
(i.e., signing) functions.

19 | The subscribeis required to use a mutual authentication mechanism for cryptographic applicati
card functions to ensure system integrity.

20 |[The subscriber is required to use an appli
subscriber pripto signing message (or transaction) data. The subscriber ICC application produc
logs of all uses of the ICC. This also includes all attempts in the private key owner verification g

21 | The ICC is used by the subscriber or where applkcti# Subscriber in accordance within the term
the CP.

ICC Deactivation andReactivation

22 | Application Data File (ADF) deactivation can be performed only by the CA, as the application suppli

23 | Common Data File (CDF) deactivation carpeeformed only by the CA, as the card issuer.

24 | CDF reactivation is conducted under the control of the CA, as the card issuer.

25 | ADF reactivation is conducted under the control of the CA, as the application supplier.

26 | ADF deactivation, CDEleactivation, CDF reactivation, and ADF reactivation are logged.

ICC Replacement

27 | Processes and procedures exist and are followed for replacement of a subdosber damaged ICC

28 | In the event of card loss or damage, subscriber certificates are renewed or rekeyed in accord
the CP (see clausés2and6.3).

29 | ICC replacement is logged by the card bureau or CA (or RA) in an audit log.

ICC Termination

30 | All ICCs returned to the ICC or CA (or RA) ameactivated or securely destroyed to prev
unauthorised use.

31 | Common Data File (CDF) termination is controlled by the CA, as the card.issuer

32 | ICC termination is logged by the card bureau or CA (or RA) in an audit log.
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5.4 Requirements foilSubscriber Key Management

Criteria:

The CA maintains controls to provide reasonable assurance that:
1 Requirements for protection of subscriber keys are communicated to subsaribers

1 Any subscriber key management tools provided by the CA supportg¢he rer e ment s o f
practices disclosure.

Illustrative Controls:

SubscribeKey Generation

1 The CP specifies the appropriate ISO 15182PS 142 level requirement for cryptographic modu

used for subscriber key generation.

2 The CP specifies the key generation algorithm(s) that is used for subscriber key generation.

3 The CP specifies the acceptable key sizes for subscriber key generation.

SubscribeKey Storage Backup andrecovery

4 The CA or RA provides or makesvailable the mechanisms to allow the Subscriber to access
private key owner verification method), manage and control the usage of their private keys.

5 The CP specifies the private key protection requirements for stored subscriber private keys.

The CP states the circumstances and authority of when the sulisqoifiaite key will be restored ar

the control processes.

7 The CP specifies the private key protection requirements for backup copies of subscriber priv

stored by theubscriber.

SubscribeKey Usage

8 Subscriber Agreements describe the required processes to be followed by the Subscriber of &
the cryptographic mechanism (e.g., HSM or ICC and software application).

9 The CP specifies the acceptable usesidascriber key pairs.

10 | The CP specifies the requirements for subscriber key usage.

SubscribeKey Archival

11 | The CP specifies the private key protection requirements for archived subscriber private keys.

12 | The CP specifies the requirements destruction of archived subscriber keys at the end of the ar

period.

SubscribeKey Destruction

13 | The CP specifies the means through which subscriber key destruction is performed.
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Illustrative Controls:

14 | The CP or CPS specifies the requirements for destructiath ©fpies and fragments of the subscrib

private key at the end of the key pair life cycle.

SubscribelCryptographicdHardwarel ife Cycle Management

15 | If required, the CP specifies the requirements for use and handling of cryptographic hardw
subscriber authentication processes (and subsequent actions) where the cryptographic hard
other physical locations (i.e., an HSM attached to a waimé or remote server).

SubscribeKey Compromise

16 | The CP specifies the requirements for notification of the CA or RA in the event of subscrib

compromise.
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6. CERTIFICATE LIFE CYCLE MANAGEMENT CONTROLS

The Certification Authority maintainsffective controls to provide reasonable assurance that Subscriber
information was properly authenticated (for the registration activities performed byCX§C

6.1 Subscriber Registration

Criteria;

The CA maintains controls to provide reasonable assuthate
For authenticated certificates

1 Subscribers are accurately identified ;amd ¢

1 Subscriberds certificate requests are acc\|

For domain validated certificates

f Subscribersd domain names are accurately
practicesand

f Subscribets certificate requests are accurate and complete.

lllustrative Controls:

Identification and authentication

1 For authenticated certificates, the CA verifies or requires that the RA verify the credentials pr
by a subscriber as evidence of identity or authority to perform a specific role in accordance

requirements of the CP.

a) For individual end enty certificates, the CA or RA verifies the identity of the person whose n
is to be included in the subscriber distinguished name field of the certificate. An unauthentiq
individual name is not included in the subscriber distinguished name

b) For orgaieational certificates (including role based, server, network resource, code saning
the CA or RA verifies the | egal existenc
requesting party to be included in the organization attribute isubscriber distinguished name
field of the certificate. An unauthenticated organization name is not included in a certificate

c) For organizational certificates containing a domain name of an organisation, the CA or RA
t he or gani z a, ttdntold sght towse the doimdinmame and the authority of the
requesting party included in the common name attribute of the subscriber distinguished natr
of the certificate. An unauthenticated domain name is not included in a certificate.

2 For domain validated certificates, the CA validates or requires that the RA validate (as determ
the CP) the organizationbdés ownership, cont
3 The CA or RA verifies the accuracy of the information included inrttequ e st i ng e

request in accordance with the CP.
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Illustrative Controls:

4 The CA or RA checks the Certificate Request for errors or omissions in accordance with the CH

5 For end entity certificates, the CA uses the@RAublic key contained in the requesg e n
Certificate Request to verify signature on the Certificate Request submission.

6 The CA verifies the uniqueness of the subscébeistinguished name within the boundaries
community defined by the CP.

7 Encryption and access controls ased to protect the confidentiality and integrity of registration
in transit and in storage.

8 At the point of registration (before certificate issuance) the RA or CA informs the Subscriber
terms and conditions regarding use of the certiicat

9 Before certificate issuance, the CA informs the Subscriber of the terms and conditions regardin
the certificate.

CertificateRequest

10 The CA requires that an entity requesting a certificate must prepare and submit the apy
certificate request data (Registration Request) to an RA (or the CA) as specified in the CP.

11 The CA requires that the requesting entity submit its pulelcik a selsigned message to the CA f
certification. The CA requires that the requesting entity digitally sign the Registration Reques
the private key that relates to the public key contained in the Registration Request in order to:
a) allow thedetection of errors in the certificate application procasd
b) prove possession of the companion private key for the public key being registered.

12 The certificate request is treated as acceptance of the terms of conditions by the requesting
use that certificate as described in the Subscriber Agreement.

13 The CA validates the identity of the RA authorised to issue registration requests under a specif

14 The CA requires that RAs submitt t hcetherCA dnua
message (Certificate Request) signed by the RA. The CA verifiesAtedRynature on the Certifica
Request.

15 The CA requires thahe RA secure that part of the certificate application process for which it (the
assumes responsibjlit i n accordance with the CA6s CPS.

16 The CA requires that RAs record their actions in an audit log.

17 The CA verifies the authenticity of the su
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6.2 Certificate Renewal (if supported)

Criteria:

The CA maintains controls to provide reasonable assurance that certificate renewal requests are

authorized and complete.

Illustrative Controls:

CertificateRenewalRequest

1 The Certificate Renewal R e g u Bistihguished dcName dtkesSeri
Number of the certificate (or other information that identifies the certificate), and the requested
period (The CA will only renew certificates that were issued by ifself

2 The CA requires that the requestingigndigitally sign the Certificate Renewal Request using
private key that relates to the public key contained in the requestingéeraitisting public key
certificate.

3 The CA issues a new certificate using the subsdibpreviously certified pulic key, only if its
cryptographic security is still sufficient for the new certifiéatentended lifetime and no indicatio
exist that the subscrib@rprivate key has been compromised.

4 For renewal of authenticated certificates, the CA or thepR&ess the certificate renewal data to ve
the identity of the requesting entity and to identify the certificate to be renewed.

5 For domain validated certificates, the CA or the RA process the certificate renewal datalidate
the domain in aardance with the requirements of the CP.

6 The CA or the RA validate the signature on the Certificate Renewal Request.

7 The CA verifies the existence and validity of the certificate to be renewed. The CA does not
certificates that have been revoked, expired or suspended.

8 The CA or the RA verifies that the request, including the extension of the validity period, mee
requirements defined in the CP.

9 The CA requires that RAs submit the Certificate Renewal Data to the CA in a message (Cert
Renewal Request) sigd by the RA.

10 | The CA requires that thRA secures that part of the certificate renewal process for which it (the

assumes responsibility in accordance with the CP.
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Illustrative Controls:

11 | TheCA requires that RAs record their actions in an audit log.

12 | The CA verfies the authenticity of the submission by the RA.

13 | The CA verifies the R&s signature on the Certificate Renewal Request.

14 | The CA checks the Certificate Renewal Request for errors or omissions. This function m
delegated explicitly to the RA.

15 | The CA or RA notifies Subscribers prior to the expiration of their certificate of the need for renew
accordance with the CP.

16 | The CA issues a signed notification indicating the certificate renewal has been successful.

17 | The CA makes the newvedificate available to the end entity in accordance with the CP.

6.3 Certificate Rekey

Criteria;

The CA maintains controls to provide reasonable assurance that certificate rekey requests, including

following certificate revocation or expiratioare accurate, authorized and complete.

Illustrative Controls:

1 A Certificate Rekey Request includes at | e
the certificate, and the requested validity period to allow the CA or the R¥endtify the certificate tc
rekey.

2 The CA requires that the requesting entity digitally sigging the existing private kethe Certificate
Rekey Request containing the new public key.

3 For authenticated certificates, the CA or the RA processeGdhdicate Rekey Request to verify t
identity of the requesting entity and identify the certificate to be rekeyed.

4 For domain validated certificates, the CA or the RA process the Certificate Rekey Requeslittate
the domain in accordance witie requirements of the CP.

5 The CA or the RA validates the signature on the Certificate Rekey Request.

6 The CA or the RA verifies the existence and validity of the certificate to be rekeyed.
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Illustrative Controls:

7 The CA or the RA verifies that the Certificate Rekey Request meets the requirements define

relevant CP.

8 If an external RA is used, the CA requires that RAs submit the @ntégrtificate rekey request to t

CA in a message signed by the RA.

9 If an external RA is used, the CA requires that the RA secure that part of the certificate rekey

for which it (the RA) assumes responsibility.

10 | If an external RA is used, the CA requires that external RAs record their actions in an audit log.

11 | If an external RA is used, the CA verifies the®Aignature on the Certificate Rekey Request.

12 | The CA or the RA checks the Certific&ekey Request for errors or omissions.

13 | The CA or RA notifies Subscribers prior to the expiration of tbeitificate of the need for rekey.

14 | Prior to the generation and issuance of rekeyed certificates, the CA or RA verifies the following:
a) the signature on the certificate rekey data submission;
b) the existence and validity supporting tie&ey request; and

¢) that the request meets the requirements defined in the CP.

Criteria;

The CA maintains controls to provide reasonable assurance that certificate rekey requests following ¢

revocation or expiration are accurate, authorized and complete.

Illustrative Controls:

1 Foll owing the revocation or expiration of

follow the CAds subscriber registration pr

6.4 Certificate Issuance

Criteria:

The CA maintains controls to provide reasonable assurance that certificates are generated and

accordance with the CAb6s disclosed business p
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Illustrative Controls:

1 The CA generates certificates using Certificate Request Data and manufactures the certi
defined by the appropriate Certificate Profile in accordance with ISO 9594/X.509 and 1SO11
formatting rules as disclosed within the CP.

2 Validity periods are set in the CP and are formatted in accordance with ISO 9594/X.509 a
157821 as disclosed within the CP.

3 Extension fields are formatted in accordance with 1ISO 9594/X.509 and ISO -15882lisclose(
within the CP.

4 The CA $gns the end entitg public key and other relevant information with the& Arivate signing
key.

5 The CA publishes the certificate after the certificate has been accepted by the requesting
di sclosed in the. CA6s business practices

6 When anRA is used, the CA notifies the RA when a certificate is issued to a subscriber for wh
RA submitted a certificate request.

7 Certificates are issued based on approved subscriber registration, certificate renewal or certific
rekey requests in acdance with the CP.

8 The CA issues a signed notification to the RA when a certificate is issued to a subscriber for w,
RA submitted a certificate request.

9 The CA issues an owtf-band notification to the Subscriber when a certificate is isSivekre this
notification includes initial activation data, then control processes ensure safe delivery
Subscriber.

10 Whether certificates expire, are revoked or are suspended, copies of certificates are retaine

appropriate period of timgpecified in the CP.

6.5 Certificate Distribution

Criteria;

The CA maintains controls to provide reasonable assurance that, upon issuance, complete ang
certificates are available to subscr idibcosed busnes

practices.

Illustrative Controls:

1

The CA makes the certificates issued by the CA available to relevant parties using an est

mechanism (e.g., a repository such as a directory) in accordance with the CP.
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Illustrative Controls:

2

Only authorizedCAh er sonnel admini ster the CAO®0s repo

3

The performance of t he CAOGs repository or
managed.

The integrity of the repository or alternative distribution me@rans maintained and administered.

Where required under privacy legislation, certificates are made available for retrieval only ir

cases for which the subscriberds consent [

6.6 Certificate Revocation

Criteria;

The CA maintains control® provide reasonable assurance that certificates are revoked, based on ay
and
business practices.

validated certificate revocation request

Illustrative Controls:

1 The CA provides a means of rapid communication to facilitate the secure and authenticated re
of the following:
a) one or more certificates of one or more subscribers;
b) the set of all certificates issued by a CA based on a single public/private keys@diby a CA td

generate certificates; and

c) all certificates issued by a CA, regardless of the public/private key pair used.

2 The CA verifies or requires that the RA verify the identity and authority of the entity requ
revocation of a certificate in accordance with the CP.

3 If an external RA accepts revocation requests, the CA requires that the RA submit signedteq
revocation requests to the CA in an authenticated manner in accordance with the CP.

4 If an external RA accepts and forwards revocation requests to the CA, the CA provides a
acknowledgement of the revocation request and confirmation of a¢tidhe requesting RA.

5 The CA updates the Certificate Revocation List (CRL) and other certificate status mechanism
timeframes specified within the CP and in accordance with the format defined in ISO 9594/X.5
ISO 157821.

6 The CArecords all certificate revocation requests and their outcome in an audit log.

7 The CA or RA may provide an authenticated acknowledgement (signature or similar) of the rev

to the entity who perpetrated the revocation request.
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Illustrative Controls:

8 Where certificaterenewal is supported, when a certificate is revoked, all valid instances

certificate are also revoked and are not reinstated.

9 The Subscriber of a revoked or suspended certificate is informed of the change of statu
certificate.

6.7 Certificate Suspension (if supported)

Criteria;

The CA maintains controls to provide reasonable assurance that certificates are suspended based on
and validated certificate suspension request g

business practices.

lllustrative Controls:

1 The CA provides a means of rapid communication to facilitate the secure and authenticated su
of the following:

a) one or more certificates of one or more subscribers;

b) the set of all certificates issubg a CA based on a single public/private key pair used by a (
generate certificates; and

c) all certificates issued by a CA, regardless of the public/private key pair used.

2 The CA verifies or requirgthat the external RA verify the identity and authority of the entity reque

suspension and reactivation of a certificate in accordance with the CP.

3 If an external RA accepts suspension requests, the RA submits signed certificate suspensitsntaq

the CA in an authenticated manner in accordance with the CP.

4 The CA or RA notifies the Subscriber in the event of a certificate suspension.

Certificate suspension requests are processed and validated in accordance with the requirgmae
CP.

6 The CA updates the Certificate Revocation List (CRL) and other certificate status mechanisn

certificate suspension. Changes in certificate status are completed in a time frame determined b

7 Certificates are suspended only for the allowable length of time in accordance with the CP.
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Illustrative Controls:

8 Once a certificate suspension (hold) has been issued, the suspension is handled in one of the

three ways:

a) an entry for the suspended certificate ramain the CRL with no further action;

b) the CRL entry for the suspended certificate is replaced by a revocation entry for the same ce
or

¢) the suspended certificate is explicitly released and the entry removed from the CRL.

9 A certificate suspensip (hold) entry remains on the CRL until the expiration of the underl

certificate or the expiration of the suspension, whichever is first.

10 | The CA updates the Certificate Revocation List (CRL) and other certificate status mechanisms {

lifting of a certificate suspension in accordance with thés@zP.

11 | The CA verifies or requires that the external RA verify the identity and authority of the entity reqt
that the suspension of a certificate be lifted.

12 | Certificate suspensions and fifeéng of certificate suspensions are recorded in an audit log.

6.8 Certificate Validation

Criteria;

The CA maintains controls to provide reasonable assurance that timely, complete and accurate
status information (including Certificate Revocation Lists and other certificate status mechanisms)
available to relevant entities (Subscribar d Rel yi ng Parties or thei

disclosed business practices.

Illustrative Controls:

1 The CA makes certificate status information available to relevant entities (Relying Parties (

agents) using an establishedahanism in accordance with the CP. This is achieved using:

a) Request Response Meth®dA request signed by the Relying Party to the Certificate S
Provider 6s responder . I n té&urespgndert réspond< with tt
certificatestatus duly signed. (OCSP is an example protocol using this method.) and/or

b) Delivery Methodi A CRL signed by the CA and published within the palicyime frame.

The following control procedures are applicable where CRLs are used:

2 The CA digitally sgns each CRL that it issues so that entities can validate the integrity of the CI

the date and time of issuance.

3 The CA issues CRLs at regular intervals, as specified in the CP, even if no changes have

since the last issuance.
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Illustrative Controls:

4

At a minimum, a CRL entry identifying a revoked certificate reraa@n the CRL until the end of th

certificatés validity period.

If certificate suspension is supported, a certificate suspension (hold) entry, with its original acti
and expiration da remain on the CRL until the normal expiration of the certificate or unti
suspension is lifted.

CRLs are archived in accordance with the requirements of the CP including the method of retri

CAs include a monotonically increasing sequemamber for each CRL issued by that CA.

The CRL contains entries for all revoked unexpired certificates issued by the CA.

©| O N| o

Old CRLs are retained for the appropriate period of time specified in tiie CA

Whether certificates expire, are revokadare suspended, copies of certificates are retained fc

appropriate period of time as disclosed in the CP

The following control procedures are applicable where online certificate status mechanism
OCSP) are used:

11

If an online certificate status collection method (e.g., OCSP) is used, the CA requires that ce
status inquiries (e.g., OCSP requests) contain all required data in accordance with the CP.

12

Upon the receipt of a certificate status request,(ary.OCSP request) from a Relying Party or

agent, the CA returns a definitive response to the Relying Party or its agent if:

a) the request message is well formed,;
b) the Certificate Status Provider responder is configured to provide the requested service;

c) the request contains the information (i.e., certificate ideht®grial number, OID, etc.) needed
the Certificate Status Provider responder in accordance with the CP; and

d) the Certificate Status Providirresponder is able to locate the certifi@atd interpret its status.
Where these conditions are met, the CA or Certificate Status Provider produces a signed

message indicating the certific&testatus in accordance with the CP. If any of the above conditiof

not met then a status of kmown may be returned.

13

All response messages are digitally signed and include all required data in accordance with the
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7.

SUBORDINATE CA CERTIFICATE LIFE CYCLE MANAGEMENT CONTROLS

The Certification Authority maintains effective controlspimvide reasonable assurance that subordinate
CA certificate requests are accurate, authenticated and approved.

7.1 Subordinate CA Certificate Life Cycle Management

Criteria:

The Parent CA maintains controls to provide reasonable assurance that:

T
1
T

subordinateCA certificate requests are accurate, authenticated and approved,;
subordinate CA certificate replacement (renewal and rekey) requests are accurate, authorized, co

new, renewed and rekeyed Subordinate CA certificates are generated and ismeetdance with th
CA6s disclosed business practices;

upon issuance, complete and accurate Subordinate CA certificates are available to relevan
(Subscribers and Relying Parties) in accord

subordinée CA certificates are revoked based on authorized and validated certificate revocation r
and

timely, complete and accurate certificate status information (including CRLs and other certificatg
mechanisms) is made available to any entity)cicaor dance with the CA®6s

lllustrative Controls:

Subordinate CA (SulEA) Registration

1 The Parent CP specifies the requirements for submission eEAwdertification requests.

2 The Parent CA authenticates the Si certificate request in accordance with the Parent's CP.

3 The Parent CAperforms an assessment of tteubCA cer t i fi cate appli
requirements of t he Par e nQA cedttificate requdst, dr atérmatively t
SubCA presents its CPS faissessment
SubCA Renewal

4 | Where SukCA certificate renewal iper mi tt ed, the Parent CAO0s
submission of SWCA renewal requests.

5 Where SubCA certificate renewal is permitted, the Parent CA authenticates th&€/Sutertificate
renewall request in accordance with the CAO:¢
SubCA Rekey

6 The Parent CAG6s CP specifi es-CAleleyregeests.i r e me |

7 The Parent CA authenticates the $im certificate rekey request in accordance with the CP.

Sub-CA Certificatelssuance

Pagel|67



Illustrative Controls:

g | The Parent CA generatesrtificates:
a) using the appropriate certificate profile in accordance with the CP and ISO 9594/X.509 a
157821 formatting rules;
b) \;Vriltg the validity periods formatted in accordance with ISO 9594/X.509, ISO 15#8#l the CP
c) where extensions aresed, with extension fields formatted in accordance with ISO 9594/X
ISO 157821 and the CP.
9 The Parent CA signs the S@A certificate with the Parent CA's private signing key.
SubCA CertificateDistribution
10 | The Parent CA makes SUA certificates available to relevant entities (e.g., Relying Parties) usi
established mechanism (e.g., a repository g
SubCA CertificateRevocation
11 | The Parent CAverifies the identity and authority of the entity requesting revocation of aC8u
certificate in accordance with the Parent
12 | The Parent CA updates the Certificate Revocation List (CRL) and otheCAutertificate status
mechani sms upon certificate revocation in i
SubCA Certificate StatusInformationProcessing
13 | The Parent CA makes SWA certificate status information available to Relying Parties usin

established mechanism (e.g., CRL, OCSP, etc.) in accordance with the Paie@FCA
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APPENDIX A
The CA maintains controls to provide reasonable assurance that its Cerifidiate and Certification
Practice Statement address the topics from RFC 3647, RFC 2527, or WTCA v1 listed below.

81 RFC 3647
Section RFC 3647 Section
No.
1 Introduction
1.1 Overview
1.2 Document Name and Identification
1.3 PKI Participants
1.3.1 Certification Authorities
1.3.2 Registration Authorities
1.3.3 Subscribers
1.3.4 Relying Parties
1.35 Other Participants
1.4 Certificate Usage
1.4.1 Appropriate Certificate Uses
1.4.2 Prohibited Certificate Uses
15 Policy Administration
15.1 Organization Administering the Document
152 Contact Person
1.5.3 Person Determining CPS Suitability for the Policy
1.5.4 CPS Approval Procedures
1.6 Definitions and Acronyms
2 Publication and Repository Responsibilities
2.1 Repositories
2.2 Publication of Certification Information
2.3 Time or Frequency of Publication
2.4 Access Controls on Repositories
3 Identification and Authentication
3.1 Naming
3.1.1 Type of Names
3.1.2 Need for Names to be Meaningful
3.1.3 Anonymity orPseudonymity of Subscribers
3.14 Rules for Interpreting Various Name Forms
3.1.5 Unigueness of Names
3.1.6 Recognition, Authentication, and Role of Trademarks
3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key
3.2.2 Authentication of Organization Identity
3.2.3 Authentication of Individual Identity
3.24 Non-Verified Subscriber Information
3.2.5 Validation of Authority
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Section RFC 3647 Section
No.

3.2.6 Criteria for Interoperation
3.3 Identification and Authentication for Rey Requests
3.3.1 Identification and Authentication for Routine lky
3.3.2 Identification and Authentication for Rey After Revocation
3.4 Identification and Authentication for Revocation Request
4 Certificate LifeCycle Operational Requirements
4.1 CertificateApplication
4.1.1 Who Can Submit a Certificate Application
4.1.2 Enroliment Process and Responsibilities
4.2 Certificate Application Processing
4.2.1 Performing Identification and Authentication Functions
4.2.2 Approval or Rejection of Certificat&pplications
4.2.3 Time to Process Certificate Applications
4.3 Certificate Issuance
4.3.1 CA Actions During Certificate Issuance
4.3.2 Notifications to Subscriber by the CA of Issuance of Certificate
4.4 Certificate Acceptance
44.1 ConductConstituting Certificate Acceptance
4.4.2 Publication of the Certificate by the CA
4.4.3 Notification of Certificate Issuance by the CA to Other Entities
4.5 Key Pair and Certificate Usage
45.1 Subscriber Private Key and Certificate Usage
45.2 Relying Party Public Key and Certificate Usage
4.6 Certificate Renewal
46.1 Circumstances for Certificate Renewal
4.6.2 Who May Request Renewal
4.6.3 Processing Certificate Renewal Requests
4.6.4 Notification of New Certificate Issuance to Subscriber
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
4.6.6 Publication of the Renewal Certificate by the CA
4.6.7 Notification of Certificate Issuance by the CA to Other Entities
4.7 Certificate R&ey
4.7.1 Circumstances for CertificaiReKey
4.7.2 Who May Request Certification of a New Public Key
4.7.3 Processing Certificate Reying Requests
4.7.4 Notification of New Certificate Issuance to Subscriber
4.7.5 Conduct Constituting Acceptance of alkiged Certificate
4.7.6 Publicationof the Réeyed Certificate by the CA
4.7.7 Notification of Certificate Issuance by the CA to Other Entities
4.8 Certificate Modification
4.8.1 Circumstances for Certificate Modification
4.8.2 Who May Request Certificate Modification
4.8.3 Processin@ertificate Modification Requests
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Section RFC 3647 Section
No.

4.8.4 Notification of New Certificate Issuance to Subscriber
4.8.5 Conduct Constituting Acceptance of Modified Certificate
4.8.6 Publication of the Modified Certificate by the CA
4.8.7 Notification of Certificate Issuance by the CA to Other Entities
4.9 Certificate Revocation and Suspension
49.1 Circumstances for Revocation
4.9.2 Who Can Request Revocation
4.9.3 Procedure for Revocation Request
494 Revocation Request GraPeriod
495 Time Within Which CA Must Process the Revocation Request
4.9.6 Revocation Checking Requirements for Relying Parties
4.9.7 CRL Issuance Frequency
4.9.8 Maximum Latency for CRLs
4.9.9 Online Revocation/Status Checking Availability
4.9.10 Online Revocation Checking Requirements
49.11 Other Forms of Revocation Advertisements Available
49.12 Special Requirements re Key Compromise
4.9.13 Circumstances for Suspension
4.9.14 Who Can Request Suspension
4.9.15 Procedure for Suspensi®equest
4.9.16 Limits on Suspension Period
4.10 Certificate Status Services
4.10.1 Operational Characteristics
4.10.2 Service Availability
4.10.3 Operational Features
411 End of Subscription
4.12 Key Escrow and Recovery
4.12.1 Key Escrow andRecovery Policy and Practices
4.12.2 Session Key Encapsulation and Recovery Policy and Practices
5 Facility, Management, and Operational Controls
5.1 Physical Controls
51.1 Site Location and Construction
5.1.2 Physical Access
5.1.3 Power and AitConditioning
514 Water Exposures
5.1.5 Fire Prevention and Protection
5.1.6 Media Storage
5.1.7 Waste Disposal
5.1.8 Off-Site Backup
5.2 Procedural Controls
5.2.1 Trusted Roles
5.2.2 Number of Persons Required per Task
5.2.3 Identification andAuthentication for Each Role
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Section RFC 3647 Section
No.

5.24 Roles Requiring Separation of Duties
5.3 Personnel Controls
5.3.1 Qualifications, Experience, and Clearance Requirements
5.3.2 Background Check Procedures
5.3.3 Training Requirements
534 Retraining Frequency arRRlequirements
5.35 Job Rotation Frequency and Sequence
5.3.6 Sanctions for Unauthorized Actions
5.3.7 Independent Contractor Requirements
5.3.8 Documentation Supplied to Personnel
5.4 Audit Logging Procedures
5.4.1 Types of Events Recorded
5.4.2 Frequency of Processing Log
5.4.3 Retention Period for Audit Log
5.4.4 Protection of Audit Log
5.45 Audit Log Backup Procedures
5.4.6 Audit Collection System (Internal vs. External)
5.4.7 Notification to EventCausing Subject
5.4.8 Vulnerability Assessments
55 Records Archival
55.1 Types of Records Archived
5.5.2 Retention Period for Archive
55.3 Protection of Archive
554 Archive Backup Procedures
5.5.5 Requirements for Tim&tamping of Records
5.5.6 Archive Collection System (Internat External)
5.5.7 Procedures to Obtain and Verify Archive Information
5.6 Key Changeover
5.7 Compromise and Disaster Recovery
5.7.1 Incident and Compromise Handling Procedures
5.7.2 Computing Resources, Software, and/or Data Are Corrupted
5.7.3 Entity Private Key Compromise Procedures
5.7.4 Business Continuity Capabilities After a Disaster
5.8 CA or RA Termination
6 Technical Security Controls
6.1 Key Pair Generation and Installation
6.1.1 Key Pair Generation
6.1.2 Private Key Delivery t&@ubscriber
6.1.3 Public Key Delivery to Certificate Issuer
6.1.4 CA Public Key Delivery to Relying Parties
6.1.5 Key Sizes
6.1.6 Public Key Parameters Generation and Quality Checking
6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)
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Section RFC 3647 Section
No.

6.2 Private Key Protection and Cryptographic Module Engineering Control
6.2.1 Cryptographic Module Standards and Controls
6.2.2 Private Key (n out of m) MulkPerson Control
6.2.3 Private Key Escrow
6.2.4 Private Key Backup
6.2.5 Private Key Archival
6.2.6 Private Key Transfer Into or From a Cryptographic Module
6.2.7 Private Key Storage on Cryptographic Module
6.2.8 Method of Activating Private Key
6.2.9 Method of Deactivating Private Key
6.2.10 Method of Destroying Private Key
6.2.11 Cryptographic Module Rating
6.3 Other Aspects of Key Pair Management
6.3.1 Public Key Archival
6.3.2 Certificate Operational Periods and Key Pair Usage Periods
6.4 Activation Data
6.4.1 Activation Data Generation and Installation
6.4.2 Activation Data Protection
6.4.3 Other Aspects of Activation Data
6.5 Computer Security Controls
6.5.1 Specific Computer Security Technical Requirements
6.5.2 Computer Security Rating
6.6 Life Cycle Technical Controls
6.6.1 System Development Controls
6.6.2 Security Management Controls
6.6.3 Life Cycle Security Controls
6.7 Network Security Controls
6.8 Time-Stamping
7 Certificate, CRL, and OCSP Profiles
7.1 Certificate Profile
7.1.1 Version Number(s)
7.1.2 Certificate Extensions
7.1.3 Algorithm Object Identifiers
7.1.4 Name Forms
7.1.5 Name Constraints
7.1.6 Certificate Policy Object Identifier
7.1.7 Usage of Policy Constraints Extension
7.1.8 Policy Qualifiers Syntax and Semantics
7.1.9 Processing Semantics for the Critical Certifidatdicies Extension
7.2 CRL Profile
7.2.1 Version Number(s)
7.2.2 CRL and CRL Entry Extensions
7.3 OCSP Profile
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7.3.1 Version Number(s)
7.3.2 OCSP Extensions
8 Compliance Audit and Other Assessments
8.1 Frequency and Circumstances of Assessment
8.2 Identity/Qualifications of Assessor
8.3 Assessords Relationship to Asse
8.4 Topics Covered by Assessment
8.5 Actions Taken as a Result of Deficiency
8.6 Communications of Results
9 Other Business and Legal Matters
9.1 Fees
9.1.1 Certificate Issuance or Renewal Fees
9.1.2 Certificate Access Fees
9.1.3 Revocation or Status Information Access Fees
9.14 Fees for Other Services
9.1.5 Refund Policy
9.2 Financial Responsibility
9.2.1 Insurance Coverage
9.2.2 Other Assets
9.2.3 Insurance or Warranty Coverage for Hautities
9.3 Confidentiality of Business Information
9.3.1 Scope of Confidential Information
9.3.2 Information Not Within the Scope of Confidential Information
9.3.3 Responsibility to Protect Confidentilformation
9.4 Privacy of Personal Information
9.4.1 Privacy Plan
9.4.2 Information Treated as Private
9.4.3 Information Not Deemed Private
9.4.4 Responsibility to Protect Private Information
9.4.5 Notice and Consent to Use Private Information
9.4.6 Disclosure Pursuant to Judicial or Administrative Process
9.4.7 Other Information Disclosure Circumstances
9.5 Intellectual PropertyRights
9.6 Representations and Warranties
9.6.1 CA Representations and Warranties
9.6.2 RA Representations aMlarranties
9.6.3 Subscriber Representations and Warranties
9.6.4 Relying Party Representations and Warranties
9.6.5 Representations and Warranties of Other Participants
9.7 Disclaimers of Warranties
9.8 Limitations of Liability
9.9 Indemnities
9.10 Term and Termination
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9.10.1 Term
9.10.2 Termination
9.10.3 Effect of Termination and Survival
9.11 Individual Notices and Communications with Participants
9.12 Amendments
9.12.1 Procedure for Amendment
9.12.2 Notification Mechanism and Period
9.12.3 Circumstances Under Which OID Must be Changed
9.13 Dispute Resolution Provisions
9.14 Governing Law
9.15 Compliance with Applicable Law
9.16 Miscellaneous Provisions
9.16.1 Entire Agreement
9.16.2 Assignment
9.16.3 Severability
9.16.4 Enforcement (Attorneyds Fees an
9.17 Other Provisions
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Section No. RFC 2527 Section
1 Introduction

1.1 Overview

1.2 Identification

1.3 Community and Applicability

131 Certification Authorities

1.3.2 Registration Authorities

1.3.3 EndEntities

134 Applicability

14 Contact Details

14.1 Specification Administration Organization
1.4.2 Contact Person

1.4.3 Person Determining CPS Suitability for the Policy
2 General Provisions

2.1 Obligations

211 CA Obligations

2.1.2 RA Obligations

2.1.3 Subscriber Obligations

214 Relying Party Obligations

2.15 Repository Obligations

2.2 Liability

2.2.1 CA Liability

2.2.2 RA Liability

2.3 Financial Responsibility

2.3.1 Indemnification by Relying Parties

2.3.2 Fiduciary Relationships

2.4 Interpretation and Enforcement

24.1 Governing Law

2.4.2 Severability, Survival, Merger, Notice
2.4.3 Dispute Resolution Procedures

2.5 Fees

251 Certificate Issuance or Renewal Fees
2.5.2 Certificate Access Fees

2.5.3 Revocation or Status Information Access Fees
254 Fees for Other Services Such as Policy Information
255 Refund Policy

2.6 Publication and Repository

26.1 Publicationof CA Information

2.6.2 Frequency of Publication

2.6.3 Access Controls

26.4 Repositories

2.7 Compliance Audit

2.7.1 Frequency of Entity Compliance Audit
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2.7.2 Identity/Qualifications of Auditor

2.7.3 Auditorés Relationship to Audited Party

2.7.4 Topics Covered by Audit

2.75 Actions Taken as a Result of Deficiency

2.7.6 Communications of Results

2.8 Confidentiality

2.8.1 Types of Information to be Kept Confidential
2.8.2 Types of Information Not Considered Confidential
2.8.3 Disclosure of Certificate Revocation/Suspension Information
2.8.4 Release to Law Enforcement Officials

2.8.5 Release as Part of Civil Discovery

2.8.6 Disclosure Upon Ownés Request

2.8.7 Other Information Release Circumstances

2.9 IntellectualProperty Rights

3 Identification and Authentication

3.1 Initial Registration

3.1.1 Type of Names

3.1.2 Need for Names to be Meaningful

3.1.3 Rules for Interpreting Various Name Forms
3.14 Uniqueness of Names

3.15 Name Claim Dispute Resolutid?rocedure
3.1.6 Recognition, Authentication, and Role of Trademarks
3.1.7 Method to Prove Possession of Private Key
3.1.8 Authentication of Organization Identity

3.1.9 Authentication of Individual Identity

3.2 Routine Rekey

3.3 Rekey AfterRevocation

34 Revocation Request

4 Operational Requirements

4.1 Certificate Application

4.2 Certificate Issuance

4.3 Certificate Acceptance

4.4 Certificate Suspension and Revocation

4.4.1 Circumstances for Revocation

4.4.2 Who Can Requefevocation

443 Procedure for Revocation Request

444 Revocation Request Grace Period

445 Circumstances for Suspension

4.4.6 Who Can Request Suspension

4.4.7 Procedure for Suspension Request

4.4.8 Limits on Suspension Period

4.4.9 CRL Issuancérequency (If Applicable)

4.4.10 CRL Checking Requirements

4411 Online Revocation/Status Checking Availability
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4.4.12 Online Revocation Checking Requirements

4.4.13 Other Forms of Revocation Advertisements

4.4.14 Checking Requirements for Othiéorms of Revocation Advertisements
4.4.15 Special Requirements re Key Compromise

4.5 Security Audit Procedures

45.1 Types of Events Recorded

45.2 Frequency of Processing Log

45.3 Retention Period for Audit Log

454 Protection of Audit Log

455 Audit Log Backup Procedures

45.6 Audit Collection System (Internal vs. External)

45.7 Notification to EventCausing Subject

45.8 Vulnerability Assessments

4.6 Records Archival

4.6.1 Types of Records Archived

4.6.2 Retention Period for Archive

4.6.3 Protection of Archive

4.6.4 Archive Backup Procedures

4.6.5 Requirements for Tim&tamping of Records

4.6.6 Archive Collection System (Internal or External)

4.6.6 Procedures to Obtain and Verify Archive Information
4.7 Key Changeover

4.8 Compromise and Disaster Recovery

48.1 Computing Resources, Software, and/or Re¢aCorrupted
4.8.2 Entity Public Key is Revoked

4.8.3 Entity Key is Compromised

48.4 Secure Facility After a Natural or Other Type of Disaster
4.9 CA Termination

5 Physical, Procedural, and Personnel Security Controls
5.1 Physical Controls

51.1 Site Location and Construction

5.1.2 Physical Access

5.1.3 Power and Air Conditioning

514 Water Exposures

5.15 Fire Prevention and Protection

5.1.6 Media Storage

5.1.7 Waste Disposal

5.1.8 Off-Site Backup

5.2 Procedural Controls

5.2.1 Trusted Roles

5.2.2 Number of Persons Required per Task

5.2.3 Identification and Authentication for Each Role

5.3 Personnel Controls

5.3.1 BackgroundQualifications, Experience, and Clearance Requirements

Page|78




Section No.

RFC 2527 Section

5.3.2 Background Check Procedures

5.3.3 Training Requirements

534 Retraining Frequency and Requirements
5.3.5 Job Rotation Frequency and Sequence
5.3.6 Sanctions for Unauthorized Actions

5.3.7 Contracting Personnel Requirements

5.3.8 Documentation Supplied to Personnel

6 Technical Security Controls

6.1 Key Pair Generation and Installation

6.1.1 Key Pair Generation

6.1.2 Private Key Delivery to Entity

6.1.3 Public Key Delivery tcCertificate Issuer
6.1.4 CA Public Key Delivery to Users

6.1.5 Key Sizes

6.1.6 Public Key Parameters Generation

6.1.7 Parameter Quality Checking

6.1.8 Hardware/Software Key Generation

6.1.9 Key Usage Purposes (as per X.509 v3 Key Usage Field)
6.2 Private Key Protection

6.2.1 Standards for Cryptographic Module

6.2.2 Private Key (n out of m) MukPerson Control
6.2.3 Private Key Escrow

6.2.4 Private Key Backup

6.2.5 Private Key Archival

6.2.6 Private Key Entry Into Cryptographic Module
6.2.7 Method of Activating Private Key

6.2.8 Method of Deactivating Private Key

6.2.9 Method of Destroying Private Key

6.3 Other Aspects of Key Pair Management
6.3.1 Public Key Archival

6.3.2 Usage Periods for the Public and Private Keys
6.4 Activation Data

6.4.1 Activation Data Generation and Installation
6.4.2 Activation Data Protection

6.4.3 Other Aspects of Activation Data

6.5 Computer Security Controls

6.5.1 Specific Computer Security Technical Requirements
6.5.2 Computer Securitirating

6.6 Life Cycle Technical Controls

6.6.1 System Development Controls

6.6.2 Security Management Controls

6.6.3 Life Cycle Security Controls

6.7 Network Security Controls

6.8 Cryptographic Module Engineering Controls
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7 Certificate and CRIProfiles

7.1 Certificate Profile

7.1.1 Version Number(s)

7.1.2 Certificate Extensions

7.1.3 Algorithm Object Identifiers

7.14 Name Forms

7.1.5 Name Constraints

7.1.6 Certificate Policy Object Identifier
7.1.7 Usage of Policy Constraints Extension
7.1.9 Processing Semantics for the Critical Certificate Policies Extension
7.2 CRL Profile

7.2.1 Version Number(s)

7.2.2 CRL and CRL Entry Extensions

8 Specification Administration

8.1 Specification ChangBrocedures

8.2 Publication and Notification Policies
8.3 CPS Approval Procedures

83 WebTrust for CAs vl

No.

WebTrust for CAs vD Disclosures Criteria

General

Identification of each CP and CPS for which the CA issues certificates

Community andapplicability, including a description of the types of entit
within the PKI and the applicability of certificates issued by the CA

Contact details and administrative provisions, including:
9 Contact person

1 Identification of Policy Authority

1 Streetaddress

9 Version and effective date(s) of each CP and CPS

Any applicable provisions regarding apportionment of liability

Financial responsibility, including:
71 Indemnification by relying parties
1 Fiduciary relationships

Interpretation anénforcement, including:

1 Governing law

9 Severability, survival, merger, and notice
9 Dispute resolution procedures
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7 Fees, including:
9 Certificate issuance or renewal fees
9 Certificate access fees
9 Revocation or status information access fees
1 Fees for otheservices such as policy information
1 Refund policy
8 Publication and repository requirements, including:
9 Publication of CA information
1 Frequency of publication
1 Access controls
9 Compliance audit requirementscluding:
9 Frequency of entity complian@idit
T Auditorés relationship to audi
i Topics covered by audit
1 Actions taken as a result of deficiency
I Communication of results
10 Description of the conditions for applicability of certificates issued by t
CA that reference a specific Certificate Policy, including:
1 Specific permitted uses for the certificates if such use is limited to
specific applications
9 Limitations on the usef certificates if there are specified prohibited
uses for such certificates
11 CA and/or RA obligations:
71 Notification of issuance of a certificate to the subscriber who ig
subject of the certificate being issued
7 Notification of issuance of eertificate to others than the subject of
certificate
1 Notification of revocation or suspension of a certificate to
subscriber whose certificate is being revoked or suspended
7 Notification of revocation or suspension of a certificate to others
the subject whose certificate is being revoked or suspended.
12 RA obligations, including:
1 Identification and authentication of subscribers
i Validation of revocation and suspension requests
1 Verification of subscriber renewal or rekey requests
13 Repositoryobligations, including:
1 Timely publication of certificates and Certificate Revocation Lists
14 Subscriber obligations, including:

Accuracy of representations in certificate application
Protection of the subscriber 634
Restrictions on private key and certificate use
Notification upon private key compromise

=a =4 —a 9
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15 Relying party obligations, including:
1 Purposes for which certificate is used
9 Digital signature verification responsibilities
1 Revocation and suspension checkirgpansibilities
1 Acknowledgment of applicable liability caps and warranties
16 Any applicable reliance or financial limits for certificate usage
Key Life Cycle Management
17 CA key pair generation, including:
1 What key sizes are required
1 What keygeneration algorithm is required
1 Whether key generation is performed in hardware or software
1 What standards are required for the module used to generate the k
(for example, the required ISO 1578 IPS 1401/ANSI X9.66 level
of the module)
1 For what puposes the key may be used
1 For what purposes usage of the key is restricted
9 The usage periods or active lifetimes for the CA public and private
respectively
18 CA private key protectianncluding:
1 What standards are required for the module usstbte the CA private
signature key (for example, the required 1ISO 15Z82PS 140
1/ANSI X9.66 level of the module)
1 Whether the CA private key is maintained uneiesut of n multiperson
control
1 Whether the CA private signature key is escrowed
1 Whether theCA private signing key is backed up
9 Whether the CA private and public signature keys are archived
19 Whether the CA provides subscriber key management services and a
description of the services provided
20 CA public key distribution, includingde s cr i pti on of
key is provided securely to subscribers and relying parties
21 Key changeover, including a description of the procedures used to pro
new public key to a CAO6s users
22 Subscriber key pair generation (if the CA pdms subscriber key pair

generation services), including:
T How the subscriberds private K
1 What key sizes are required

1 What key generation algorithm is required

1 Whether key pair generation is performed in hardwasoftware
T

What standards are required for the module used to generate the |
(for example, the required ISO 1578ZFIPS 1401/ANSI X9.66 level
of the module)

9 For what purposes the key may be used
9 For what purposes usage of the key is restricted
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23 Subscriber private key protection (if the CA provides subscriber key
management services), including:
T Whether the subscriberés decry
T Whether the subscriberés decry
9 Under what conditions a subscnibé s pri vate key
1 Whether subscriber private decryption keys are escrowed by the G
Certificate Life Cycle Management
24 Whether certificate suspension is supported
25 I nitial registration, requzementsfontlge
identification and authentication of subscribers and validation of certifig
requests during entity registration or certificate issuance:
1 Types of names assigned to the subject and rules for interpreting
various name forms
1 Whether nenes have to be meaningful or not
1 Whether names have to be unique
 How name claim disputes are resolved
1 Recognition, authentication, and role of trademarks
9 If and how the subject must prove possession of the companion pr,
key for the public key being pvaled for a certificate
T How the subscriberds public kg
issuance of a certificate
1 Authentication requirements for organizational identity of subject
9 Authentication of individual identity
9 Required certificate request data
1 How the CA verifies the authority of the subscriber to request a
certificate
1 How the CA verifies the accuracy of the information included in the
subscriberbés certificate requse
1 Whether the CA checks certificate requests for errors or omissions
26 Registation requirements where external Registration Authorities are U
including the CA6s procedures f
1 Validating the identity of external Registration Authorities
9 Authorizing external Registration Authorities
9 Requirements for the external Registratiorthiuity to secure that par
of the certificate application, certificate renewal, and certificate rekg
processes for which the RA assumes responsibility
1 How the CA verifies the authenticity of certificate request submissi
received from an external RA
27 Certificate renewal |, including
following:

1 Notifying subscribers of the need for renewal
9 Identification and authentication
1 Renewal request verification
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28 Routine rekey, including a description of identification and
authentication and rekey request verification procedures

29 Rekey after revocation or expiration, including a description of the
identification and authentication and rekey request verification proceddu
for rekey after the subject d¢#icate has been revoked

30 Certificate issuance, including a description of the requirements regarg
the following:

1 Issuance of a certificate

1 Notification to the applicant of such issuance

9 Certificate format requirements

1 Validity period requirements

1 Extension field requirements (meaning, what extension fields are
honaured, and how they are to be populated)

31 Certificate acceptance, including a description of the requirements
regarding acceptance of an issued certificate and for consequent potl
of certificates

32 Certificate distribution, inclu
mechanism (for example, a repository such as a directory) for making
available to relying parties the certificates and Certificate Revocation L
that it issles

33 Certificate revocation, including:

9 Circumstances under which a certificate may or must be revoked
1 Identification and authentication procedures required for revocatior
requests

9 Procedures used for initiation, authorization, and verification of
cerificate revocation requests

1 Revocation request grace period available to the subscriber

1 Any variations on the preceding stipulations in the event that the
revocation is the result of private key compromise (as opposed to (¢
reasons for revocation)

9 Procedures to provide a means of rapid communication to facilitate
secure and authenticated revocation of: (1) one or more certificateg
one or more entities; (2) the set of all certificates issued by a CA
on a single public/private key paised by a CA to generate certificat
and (3) all certificates issued by a CA, regardless of the public/priv
key pair used

9 Procedures for notifying the subscriber upon revocation of the
subscriberés certificate

1 Whether the external Registration Authyiis notified upon the
revocation of a subscriberds ¢
was processed by the external RA

f How and when the subscribero6s
upon certificate revocation
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34

Certificate suspensm including:

E E N ] = = =4

Circumstances under which a certificate may or must be suspende

Identification and authentication procedures required for revocatior
requests

Procedures used for initiation, authorization, and verification of
certificate suspensiarequests

How long the suspension may last

Circumstances under which the suspension of a certificate may or
be lifted

Authorization criteria to request the lifting of a certificate suspensig

Any variations on the preceding stipulations if the suspensithe
result of private key compromise (as opposed to other reasons for
suspension)

Procedures to provide a means of rapid communication to facilitate
secure and authenticated suspension of: (1) one or more certificat
one or more entities{2) the set of all certificates issued by a CA bag
on a single public/private key pair used by a CA to generate certifig
and (3) all certificates issued by a CA, regardless of the public/priv
key pair used

Procedures for notifying the subscrilgron suspension of the
subscriberoés certificate

Whether the external RA is notified upon the suspension of a
subscriberés certificate for
or submitted by the external RA

How and when t he status mformatidnés upilate
upon certificate suspension and the lifting of a certificate suspensig
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35

Provision of certificate status information, including:
What mechanism is used (CRLs, OCSP, other)

If a CRL mechanism is used, the issuance frequency
Requirements on relying parties to check CRLs
Online revocation/status checking availability

Requirements on relying parties to perform online revocation/statu
checks

Other forms of revocation advertisements available

Requirements on relying parties to ckether forms of revocation
advertisements

Any variations on the above stipulations when the suspension or
revocation is the result of private key compromise (as opposed to (¢
reasons for suspension or revocation)

The CAOGs requi r e mtentionsof CRbsror other ¢ |
certificate status information
Whether copies of all certificates issued (including all expired, reva
or suspended certificates) are retained and disclosure of the retent
period

If an online status mechanism is used (faraple, OCSP), certificate
status request content requirements

1

1 If an online status mechanism is used (for example, OCSP), definit
response message data content requirements
1
1

= E = =4 -4 4 -9
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What key is used to digitally sign definitive response messages

Whether the CAigns error messages when returned in response tg
certificate status requests

36

Certificate profile, including:

Version number(s) supported

Certificate extensions populated and their criticality
Cryptographic algorithm object identifiers

Name forms (meaning, naming hierarchy used to ensure that the
certificate subject can be uniquely identifigdif required) used for the
CA, RA, and subscribedsames

Name constraints used and the name forms used in the name con
Applicable Certiftate Policy Object Identifier(s)

Usage of the policy constraints extension

Policy qualifiers syntax and semantics

Processing semantics for the critical Certificate Policy extension

E I

E R

37

CRL profile, including:
9 Version numbers supported for CRLs
1 CRL and CRLentry extensions populated and their criticality

38

Integrated circuit card (ICC) life cycle management, including:

1  Whether ICCs are issued by the CA (or RA)

7 I f supported, a description ¢
processes, includingdescription of the ICC distribution process
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CA Environmental Controls
39 CPS and CP administration:
1 CPS and CP change control procedures
9 Publication and natification policies
9 CPS and CP approval procedures
40 CA termination, including a descriptionbfh e CA®&s pr oce
termination and for termination notification of a CA or RA, including thg
identity of the custodian of CA and RA archival records
41 Confidentiality, including:
9 Applicable statutory or regulatory requirements to keep information
confidential
1 Kinds of information to be kept confidential
 Kinds of information not considered confidential
1 Disclosure of information concerning certificate revocation and
suspension
1 Release to law enforcement officials
1 Release as part of civil discovery
9 Discl osure upon ownerds request
9 Other information release circumstances
42 Intellectual property rights
43 Physical security controls, including:
9 Site location and construction
1 Physical access controls, including authentication controls to contr
andrestrict access to CA facilities
1 Power and air conditioning
1 Water exposures
9 Fire prevention and protection
1 Media storage
1 Waste disposal
9 Off-site backup
44 Business continuity management controls, including:
9 Whether the CA has business continuity plansiantain or restore thg
CAO0s Dbusiness operations in a
interruption to or failure of critical business processes
T Whet her the CAO6s business cont
system outage and recovery time and disclosfithe defined time
period(s)
1 How frequently backup copies of essential business information an
software are taken
T Proximity of recovery faciliti
45 Event logging, including the following:

1 How frequently the CA archives evgotirnal data
1 How frequently event journals are reviewed
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